3apeructpupoBano B Muntocte Poccuu 31 mas 2013 r. N 28608

OEJNEPAJIBHASA CJYKBA 110 TEXHUYECKOMY U OKCIIOPTHOMY
KOHTPOJIIO

INPUKA3
ot 11 ¢eBpans 2013 r. N 17

OB YTBEPKJIEHUHA TPEEOBAI:II/II71
O 3AIUTE UHOOPMALIMHU, HE COCTABJISIIOLIEN TOCYJAPCTBEHHY IO
TAUHY,
COJEPXAIIEMNCS B TOCYJAPCTBEHHBIX HHO®OPMALIMOHHBIX CUCTEMAX

B cootBerctBuu ¢ yactoio 5 crarbu 16 @enepanbHoro 3akoHa ot 27 utoig 2006 r. N 149-
@3 "O6 unpopmanuu, HHGOPMAITMOHHBIX TEXHOJOTHAX U 0 3amure uHpopmaruu" (Cobpanue
3akoHoaarenbcTBa Poccuiickoit @enepannu, 2006, N 31, cr. 3448; 2010, N 31, cr. 4196; 2011,
N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328) u [lonoxxenuem o denepaibHON CITyx)0€
M0 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIII0, YTBEPkKACHHBIM YKa3zoM [Ipe3unenta Poccuiickoit
Oenepanun ot 16 aBrycra 2004 r. N 1085 (CobOpanue 3akoHonatenbcTBa Poccuiickoit
®enepanun, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431;
2012, N 7, ct. 818), npuka3biBaro:

1. YtBepauth mpunaraemeie TpeOGoBanus o 3amute HHGOPMAIMH, HE COCTaBISIOLICH
TOCYIapCTBEHHYIO TaliHY, COJIepPIKaIIEICs B TOCYapCTBEHHBIX HH(POPMAITMOHHBIX CHCTEMaX.

2. YCTaHOBUTH, YTO YyKa3aHHbIe B MyHKTe | Hacrosmiero mnpukaza TpeboBaHus
MPUMEHSIFOTCS [T 3aIIUTHI HHPOPMAITUU B TOCYIaPCTBECHHBIX MH()OPMAIIMOHHBIX cUcTeMax ¢ 1
ceHTs0ps 2013 r.

Hupexrop
denepanbHON CITYXKOBI 10 TEXHUUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH
Y TBEpKICHBI
npukazoM @CTIK Poccun
ot 11 ¢eBpans 2013 r. N 17
TPEBOBAHMUSA
O 3AIIMUTE UH®OPMAIIUHA, HE COCTABJISAIOIIEN TOCYJIAPCTBEHHYIO
TAWHY,

COI[EP)KAHIEFICH BTOCYJIAPCTBEHHBIX THO®OOPMALIMOHHBIX CUCTEMAX
1. O0wue nonoxeHus
1. Hacrosimue TpeboBanust pa3paboTaHbl B COOTBETCTBUU ¢ DeepaibHbIM 3aKOHOM OT 27

utons 2006 r. N 149-03 "O6 undopmanuu, UHPOPMAIMOHHBIX TEXHOJOTHSX W O 3alluTe
unpopmanun" (Cobpanue 3akoHonatensctBa Poccuiickoit @eneparuu, 2006, N 31, ct. 3448;
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2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, ct. 4328), a Takxke ¢
Y4€TOM HallMOHATBHBIX cTaHIapToB Poccuiickoit denepanuu B 0071aCTH 3aIUTH HHPOPMALIUH U
B 00J1aCTH CO3JaHMsI aBTOMAaTU3UPOBAHHBIX CUCTEM (JaJiee - HAllMOHAJIbHbBIE CTAaHAAPThI).

2. B nokymMeHTe ycTaHaBIMBAIOTCS TpeOOBaHUS K OOECIEUEHUIO 3alUThl MH(OpMaLUU
OTrpaHMUYEHHOI0 JI0CTYIA, HE COJEpIKallel CBEIEHHUs, COCTABIIAIOIINE IOCYIapCTBEHHYIO TallHY
(manee - uH(popMaLus), OT YTEUKU 110 TEXHUYECKUM KaHajlaM, HECAHKIIMOHUPOBAHHOTO JI0CTYIIA,
CHeUMATbHBIX BO3JCHCTBUI Ha Takylo HH(popManuio (HOCHTeNH HH(OpMAIMM) B LEIIX e
NOOBIBaHMS, YHUUTOXKECHHS, UCKAXKEHUsI WM OJIOKUPOBAHMS JOCTyNa K Hell (nanee - 3amuta
uHpopManun) npu oopaboTke yka3aHHOW MH(POPMAIIUHN B TOCYIaPCTBEHHBIX MH(POPMALMOHHBIX
CUCTEMaX.

Hacrosimue TpeGoBaHus MOTYT IPUMEHSTBCS JUIs 3alIUTHI OOIIEAOCTYTHONH HH(pOpMAaIINH,
coJiepKalieiicss B rocyJapCTBEHHBIX HMH()OPMAIMOHHBIX CHUCTEMax, JUIsl JAOCTHXKEHUS IielieH,
yKa3aHHbIX B NMyHKTax 1 u 3 wactu 1 crareu 16 denepanpHoro 3akoHa ot 27 utonst 2006 r. N
149-®3 "O6 undopmaruu, HHOOPMAITMOHHBIX TEXHOJOTHUSIX U O 3aIUTe HHPOopMauu'.

B nmoxymenTe He paccMmarpuBarOTCs TpeOOBaHUS O 3alIUTe WH(OPMAIMH, CBA3aHHBIE C
NPUMEHEHUEM KPUNTOTpapUUecKuX METOAOB 3alluThl HHPOpMauu U MU(POBATBHBIX
(kpunTorpadMUecKuX) CPeACTB 3aIUTH HHPOPMALINH.

3. Hacrosmue TpeOGoBaHus SABISAIOTCS 00S3aTEeIbHBIMH MpH 00pabOTKe MH(POPMAIMH B
TOCYJapCTBEHHBIX HMH(DOPMAIIMOHHBIX  CHCTEMaX, (YHKIHOHHPYIOIMX Ha TEPPUTOPHUHU
Poccuiickoii @enepanyy, a Takke B MyHUIIUTAIbHBIX HHOPMAIIMOHHBIX CUCTEMAaX, €CIIU MHOE
HE YCTaHOBJIEHO 3aKOHOJATENbCTBOM Poccuiickoit denepanyuy 0 MECTHOM CaMOYIIPABIICHUN.

Hacrosmue TpeGoBaHus HEe pacHpOCTpaHSAIOTCA Ha TOCYJapCTBEHHbIE MH(OPMAaLMOHHBIC
cucrembl Aamunuctpanuu Ilpesunenta Poccuiickoit ®enepaunun, Cosera be3zomacHocTu
Poccutickoit @eneparnuu, denepanpHoro Codpanust Poccuiickoit denepanuu, [IpaButenbcTBa
Poccuiickoit ®enepaunu, Koncturynmonnoro Cypa Poccuiickoit ®enepauuu, BepxoBHOro
Cyna Poccuiickoit @enepaunu, Boiciiero Ap6utpaxnoro Cyna Poccuiickoit denepanuu u
®enepanbHOil cyxk0b1 6e30macHocTH Poccniickoit dexepanun.

4. Hacrosimue TpebGoBanus mpeaHa3zHadeHbl s oOnanateneid nHGoOpMalnu, 3aKa3uuKoB,
3aKJIFOYMBILNX [OCYIapCTBEHHBI KOHTPAKT HA CO3/IaHUE TOCYIapCTBEHHON HMH(OpMAalrOHHON
CHUCTEeMBI (fajiee - 3aKa3yMK{) M OINEpaTOpPOB TOCYAAPCTBEHHBIX HH(POPMALMOHHBIX CUCTEM
(manee - onepaTopsl).

JIuno, oOpabarbIBarolee UH(pOpMALHUIO, ABIIAIOILYIOCS roCyJJapCTBEHHBIM
MH(OPMALIMOHHBIM PECypcoM, MO MOpY4YeHHIO obnazarens HHQoOpManuu (3aKka3uuka) WIN
oreparopa W (MJIM) MPEIOCTABISIONIEE MM BBIYMCIMTEIbHBIE PECcypchl (MOIIHOCTH) s
00paboTky MH(}OpPMAalMM Ha OCHOBAHMU 3aKJIIOYEHHOTO JOroBOpa (Jajnee - YIMOJIHOMOYEHHOE
JMI110), 0OecreunBaeT 3Ty HHPOPMALlUU B COOTBETCTBUH C 3aKOHOJATEIbCTBOM Poccuiickoii
Oenepannn 06 wHOpMaIU, WHPOPMAITMOHHBIX TEXHOJOTHUSAX U O 3amuTe uHpopmanuu. B
JIOTOBOpE JIOJDKHA OBITh MpeAyCMOTpeHa O00sS3aHHOCTh YHNOJHOMOYEHHOIO JIMIa o0ecreynBaTh
3alUTy HMHQpOpMAIMK, SBISIOLIEHCS TOCylIapCTBEHHbIM HMH(QOPMAIIMOHHBIM pEcypcoM, B
COOTBETCTBUM C HACTOSIUMH TpeOOBaHUSMMU.

5. Ilpu oOpaGoTke B TrocyaapcTBEHHOW WH(OpPMAIMOHHOW cucteMe UH(pOpMaluy,
coJepKalleil IMepcoHadbHbIE JaHHBbIE, HacTosmue TpeOoBaHMA NPUMEHSIOTCS HapAay C
TpeOOBaHUSIMU K 3alllUTe MEPCOHANbHBIX JAHHBIX NPHU HX 00paboTKe B MH(POPMAIMOHHBIX
cUcTeMax IEepCOHAIBHBIX  JAaHHBIX, YTBEPXKACHHBIX MocTaHoBIeHWeM [IpaBurenncTBa
Poccuiickoit ®enepaunu ot 1 Hos6ps 2012 r. N 1119 (Cobpanue 3akoHOZATENbCTBA
Poccuiickoit ®enepanuu, 2012, N 45, ct. 6257).

6. Ilo pemenuto obGmamatenss wHbOpMamMK (3aKa3udKka) WM OlepaTopa HACTOSIIHE
TpeboBaHust MOTYT TPUMEHATbCS JUIA  3alIUThl  MHQOpPMALMHM, COJAEpKalleWcs B
HErocyJapCTBEHHbBIX HH()OPMALIMOHHBIX CHCTEMAX.

7. 3ammrta HHGOPMALIMK, COEpIKaIEHCsl B TOCYAapCTBEHHOM MH(pOPMAIIMOHHON cucTeMe
(manmee - wHOpMaIMOHHAs CcHCTEeMa), OOECIeUYMBAETCS TYTEM BBIMOJHEHUS oO0IamarenemM
uHpopManuu (3aKa3uukoM) U (WIM) omepaTopoM TpeOOBaHMH K OpraHU3alMM 3allUThI
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uHpOpMaLny, colepKaieiicss B ”HPOPMALMOHHONW cUcTeMe, U TpeOOBaHUN K MepaM 3alluThl
nH(popmaIuu, coxepxamieics: B ”HGOPMAITMOHHON CHCTEME.

II. TpeboBanus K OpraHU3aIuy 3auUThl HHPOPMAIIUH,
coaepxarieiics B ”HPOPMALIMOHHOM cucTeMe

8. B wuHpopmManmmoHHONH cucTeMe OOBEKTaMM 3allUTHl SBJISAIOTCS  HH(OpMaIus,
coJepskamiasicsi B MHQOPMAIIMOHHON cHUCTEMe, TeXHUYECKHUE CPeJCTBa (B TOM YHUCIE CPEICTBa
BBIYUCIUTEILHOW TEXHUKHM, MAITMHHbIC HOCUTEIM MH(OPMAIMH, CPEJCTBA U CUCTEMBI CBSI3U U
nepeaaun JIaHHBIX, TEXHUYECKHUE CpelCcTBa 00paboTKM OyKBEHHO-IIM(PPOBOH, Tpaduueckoi,
BUJICO- U peueBOr MH(pOpMaLUH), OOIIECUCTEMHOE, MPUKIAJHOE, CIEeNUATbHOE MPOrpPaMMHOE
obecnieueHre, THGOPMAITMOHHBIE TEXHOJIOTUH, a TAKXKE CPEACTBA 3aIUThHI HH()OPMALIHH.

9. ns obecnieueHust 3amuThl MHGOPMAIHH, coepKaiieiics B MHPOPMAIIMOHHON CHUCTEME,
OIepaTOpOM HAa3HAYaeTCsl CTPYKTYpPHOE MOJpa3fefieHue WIM JOJDKHOCTHOE JIMLO (paOOTHUK),
OTBETCTBEHHBIE 32 3aLIUTY WH(OPMAIIHH.

10. [Ins mpoBeneHusi paboT Mo 3amure MHPOpPMAIMK B XOAE CO3IAHUS U IKCILTyaTalluu
nH(pOpMAIIMOHHOW CcHUCTeMBbl oOOnamareneM wuHGOpMaIMK (3aKa3YUKOM) W ONEpaTopoM B
COOTBETCTBUU C 3aKOHOAAaTensCcTBOM Poccuiickoit ®enepauuu npu  HE0OXOIUMOCTH
NPUBJICKAIOTCS OpPTraHU3aliy, UMEIOIIUE JIMICH3UIO Ha JEATEIIbHOCTh MO0 TEXHUYECKOH 3aIlnuTe
KOH(pHAeHIMAIbHON HH(OpMAIUU B COOTBETCTBUU ¢ DenepaabHbIM 3aKk0HOM OT 4 Mast 2011 1. N
99-®3 "O nuIEeH3UpPOBaHUH OTACIHHBIX BUIOB JaesreiapbHocTH" (CoOpaHue 3aKOHOIATEIhCTBA
Poccuiickoit @enepanuu, 2011, N 19, ct. 2716; N 30, ct. 4590; N 43, cT. 5971; N 48, cT. 6728;
2012, N 26, ct. 3446; N 31, ct. 4322; 2013, N 9, ct. 874).

11. Jns oOecredeHusi 3amuThl WHGOpMAaLUU, cofepxaiielics B HHGOPMAIMOHHON
cucTeMe, IPUMEHSIOTCS CPECTBA 3alIUThl MHPOPMALIUH, MPOIIEIINE OIEHKY COOTBETCTBHUS B
dbopme o00s3aTeNbHOM CepTUPUKAIMK HA COOTBETCTBHE TPEOOBAHHMAM I10 OE30MACHOCTH
uH(pOpMalluu B COOTBETCTBUU CO cTaTthel 5 PenepanbHoro 3akoHa ot 27 nekadps 2002 r. N
184-®3 "O TtexnuueckoM perynmupoBanuu" (CoOpanue 3akoHOAarenbcTBa Poccuiickoii
®enepanuu, 2002, N 52, cr. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616;
2009, N 29, cr. 3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, cT. 7025; N
50, ct. 7351; 2012, N 31, cT. 4322; 2012, N 50, ct. 6959).

12. 3amwmra uHbopMmanuu, coiepxaieiics B HHPOPMALMOHHOM cucTeMe, SBIAETCS
COCTaBHOM 4YacThl0 paboOT MO CO3/aHHI0 W 3KCIUTyaTallud HHQPOPMAIMOHHOM CHUCTEMBI U
o0ecrieynBaeTcss Ha BCeX CTaausaX (dTamax) ee CO3JaHus M B XOZAE OJKCIUTyaTallMd IyTeM
NPUHATHS OPTaHWU3AIMOHHBIX M TEXHUYECKHX Mep 3aIuThl WH(OpMAIMH, HANPaBICHHBIX Ha
OokupoBaHUEe (HEUTpalIM3alMioo) yrpo3 Oe3omacHOCTH HMHGopManuu B HH(OPMAIMOHHON
CUCTEME, B paMKaxX CHUCTEMbI (IIOJCUCTEMBI) 3aIIUTHI HHPOPMAMK UH()OPMALIMOHHONW CUCTEMBI
(tastee - cucteMa 3aIuThl THPOPMALUU UH(YOPMAIIMOHHON CHCTEMBI).

OpraHu3anvoOHHBIE U TEXHUYECKHE MEpbI 3alIUThl HHGOpMAIHH, pean3yeMble B paMKax
CHCTEMBI 3alUThl MHPOPMALMU UHPOPMALMOHHONW CHUCTEMBI, B 3aBUCUMOCTH OT MH(OpMaIuH,
cojepxarieiicss B HHGOPMAIITMOHHONW CHUCTeMe, IeJie co3/aHusi HHPOPMAIIMOHHON CHCTEMBI U
3aa4, pelaeMbIX 5TOM MHPOPMALMOHHOM CHCTEMOM, JOJKHBI OBbITH HalpaBlieHbl Ha
UCKITIOUCHHE:

HEMpPAaBOMEPHBIX JIOCTYyMNa, KOMHMPOBAHUS, TPEIOCTABICHUS WM PACIpPOCTPAHEHUS
uH(popmanuu (obecrieueHne KOHPUASHINATLHOCTH HHPOPMAIIH);

HEMPAaBOMEPHBIX YHUUYTOXKEHHsI WM MoaupunupoBanus uHpopmarmu (obecneueHue
LEJIOCTHOCTH UH(POpMAIIH);

HEMpaBOMEpHOro 0J10KkupoBaHUs MH(opMaiu (obecriedeHre T0CTYITHOCTH HH(POPMAIIUN).

13. Jlns obecreueHust 3amuThl HHQOpPMAIMM, CcoJepkamieiics B HHGOpMalHOHHON
cucTeMe, TPOBOJISATCS CIEIYIOIUE MEPOIIPUATHUS:

dhopmupoBanre TpeOOBaHUH K 3amuTe HHPOPMAIIHH, COAEpIKaIIeicss B HH(OOPMAITMOHHON
CUCTEME;
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pa3paboTKa CHCTEMBI 3aIUThl HHOpMAUKA HHPOPMAITUOHHONW CUCTEMBIL;

BHEJIPEHHUE CHCTEMBI 3alUTHl HHPOpMANK HHHOPMATMOHHON CUCTEMBI;

arTecTanus WH(POPMAIMOHHON CUCTEMBI 1O TPEOOBAHUAM 3aIUTHl HHPOpPMALUH (Janee -
aTrTecTanys HHPOPMAIIMOHHOW CHCTEMBI) M BBOJ €€ B JICHCTBHCE;

oOecriedyeHne  3amUThl  MHPOPMALMU B XOJ€  OKCIUIyaTallkd  aTTECTOBAHHOM
MH()OPMAIIMOHHON CHCTEMBI;

obecriedeHre 3amMThl MH(OpPMAIMK TPH BBIBOAE W3 OSKCIUTyaTallkd aTTECTOBAHHOU
UH(QOPMAIIMOHHOW CHUCTEMBl WM TIOCJ€ TPHHATHS peleHHs 00 OKOHYaHWU OOpaboTKH
uHpOpMaLnH.

®opmupoBanue TpeOOBaHUH K 3aIUTe HH(OPMAIMH, COAepIKaIIeHCs
B MH(OPMALIMOHHOH cucTeme

14. @opmupoBanue TpeOOBaHMK K 3amuTe HMHPOPMAIMH, COJCPXKAIICHCS B
MH(POPMALIMOHHON CUCTEME, OCYIIECTBISIETCs 00J1afaTeneM HHPOPMALUH (3aKa34UKOM).

dopmupoBaHue TpeOOBAHUH K 3aluTe HHPOPMALUH, COAEpKaIelcss B MHPOPMALIMOHHOM
cucreme, ocymectsisiercsa ¢ yaetoM 'OCT P 51583 "3amura nadopmanuu. Ilopsinok co3maHus
aBTOMATH3UPOBAHHBIX CHUCTEM B 3aIIMLICHHOM HcroyiHeHuH. OOmue nojoxenus" (namee -
['OCT P 51583) u 'OCT P 51624 "3ammra nadopManuu. ABTOMATH3UPOBAHHBIE CUCTEMBI B
3amuieHHoM ucnojgHenuu. Oo6mue TpedoBanus" (manee - TOCT P 51624) u B TOM 4ymcIie
BKJIIOYAET:

INPUHATUE pelIeHUus O HeoOXOAMMOCTH 3allMThl HMHQOpPMAIMM, colepxkalieiics B
MH(OPMaLIMOHHON CUCTEME;

KJaccu(uKanuo MHPOPMALMOHHOW CUCTEMBI MO TPEeOOBAaHUAM 3allUThl MHPOpPMALUU
(manee - knaccupukanus HHOOPMAITMOHHON CHCTEMBI);

orpejiesieHue yrpo3 0e30nacHOCTH HHGOPMAIMY, Pealn3alns KOTOPbIX MOXKET IMPUBECTH K
HapymeHno 0e30macHOoCTH MH(POpPMaui B MHOOPMAIIMOHHON CHCTEMe, W Pa3paboTKy Ha HX
OCHOBE MOJIEJIN yrpo3 6€301MaCHOCTH UH(POPMALINY;

orpeiesieHue TpeOOBaHUH K CHCTEME 3alUThl HH()OpMAIK HHPOPMAIIMOHHON CUCTEMBI.

14.1. Ilpu npUHATUY pELIeHUs: 0 HEOOXOIUMOCTH 3aIlUThl HHPOPMAIIUH, CofiepKalieics B
MH(OPMALIMOHHON CUCTEME, OCYIECTBISAETCS:

aHamM3 1eneil co3gaHus HMH()OPMAIMOHHOW CHCTEMBl M 3aJad, pEeLIaeMbIX 3TOH
MH(OPMaLIMOHHON CUCTEMOI];

orpeJiesieHue nHpopMaIy, Noexamie o00paboTke B MHPOPMALIMOHHOM CUCTEME;

aHaJTM3 HOPMATHUBHBIX IPABOBBIX aKTOB, METOJMYECKHX JOKYMEHTOB W HAIMOHAIBHBIX
CTaHJapTOB, KOTOPHIM JIOJDKHA COOTBETCTBOBATh MH(POPMAIIMOHHAS CUCTEMA;

NPUHATHE pEHICHUST O HEOOXOIUMOCTH CO3JAHHsI CHCTEMBl 3allUThl HH(QOPMAIUU
MH(POPMALIMOHHOM CHCTEMBI, a TakXe OIpe/eleHne Leneld M 3ahad 3aluThl MHPOpPMaluu B
MH(POPMAIIMOHHON CHCTEME, OCHOBHBIX JTallOB CO3/IaHUS CHUCTEMBI 3alIUTHl WH(GOpMAINU
UHPOPMALIMOHHOM cUcTeMbl M (YHKIMH 1O O0ecledyeHuIo 3aluThl  MH(OpMAaIuH,
coaepxarnieiicis B HWH(DOpMAMOHHOW cucTteMe, oOmanarenss wuHbopManuu (3aKa3yuka),
oreparopa M yrnoJIHOMOYEHHBIX JIUII.

14.2. Knaccudukammss UHPOPMAIMOHHON CHCTEMBI TPOBOJAUTCS B 3aBUCUMOCTH OT
3HaYMMOCTH OoOpabareiBaeMoil B Hell MH(opManuu U MmacimTaba WHPOPMALMOHHON CHCTEMBI
(penepanbHbIil, pernoHaIbHBIN, 0OBEKTOBBIH).

VYcraHaBIMBalOTCA  4YETHIpe Kjacca  3aIIMIIEHHOCTH HMH()OPMAIMOHHOW  CHCTEMBI,
OTIPENIETISIONINE YPOBHH 3aIUIIEHHOCTH cojepxarnieiics B Hed mHpopmaruu. Camplii HU3KUH
KJlacC - YeTBEepTHIM, camblii BbICOKMH - mepBblil. Kiacc 3amuineHHOCTH HH(POPMALMOHHON
CHCTEMBI OTIPEIENISIETCS] B COOTBETCTBHU C mprutoskeHreM N 1 k Hactosimum TpeGoBaHUsM.

Knacc 3amuiieHHOCTH ompenenseTcst A1 MHPOPMALMOHHOW CHUCTEMbI B LEJIOM H, MPH
HEOOXOIMMOCTH, JUIsI €€ OTIEIbHBIX CErMEHTOB (COCTaBHBIX dYacTeil). TpeboBaHHMe K Kiaccy
3alUIIEHHOCTH BKIIIOYAETCS B TEXHUYECKOE 33/1aHue Ha CO3/laHue WH(POPMAIIMOHHON CUCTEMBI U



(W) TEXHUYECKOE 3aJaHhe (YacTHOE TEXHUYECKOE 3aJlaHKhe) Ha CO3JIaHME CHUCTEMbI 3allUThI
nHpopmanuun WHOOPMAITMOHHOW cUCTEeMBbI, pa3padarbiBaeMbie ¢ ydyetom [OCT 34.602
"Undopmannonnas texHojorus. Komiuiekc cTaHIapTOB Ha aBTOMAaTH3MPOBAHHBIC CHCTEMBI.
TexHuveckoe 3aaHue Ha co3jaHue aBToMartu3upoBaHHOUM cuctembl" (manee - [OCT 34.602),
I'OCT P 51583 u I'OCT P 51624.

Knacc 3amuiieHHOCTH HMHQPOPMALMOHHOM CHCTEMBl IOMJIEKUT IEPECMOTpPY IpHU
W3MEHEHUU MaciiTaba WHGOPMAIMOHHON CHUCTEMBI WJIM 3HAYMMOCTH 0OpabaThiBaeMOil B HEl
uHpopmanuu.

Pesynmpratel  knmaccupukanuu  MHGOPMAIIMOHHOM  CHCTEMBI  O(OPMIISIOTCS  aKTOM
KJIacCU(PUKAIIHH.

14.3. VYrpossl 0e3onacHOCTH WHGOPMAIMK ONPEACISIIOTCS 10 pPe3yjbTaTaM OLEHKHU
BO3MOXHOCTEH (IOTEHIMaja, OCHALIEHHOCTHM W MOTHUBAllMM) BHEUIHMX M BHYTPEHHHX
HapyIIUTENeH, aHalnu3a BO3MOXHBIX YS3BUMOCTEH WH(POPMALMOHHOW CHUCTEMBI, BO3MOKHBIX
Croco0O0B peain3aluu yrpo3 0e301acHOCTH HMH(OpManuu M IMOCIEACTBUNH OT HapyIIEHUs
CBOMCTB O6e30macHOCTH HHPOPMALUH (KOH(PHUICHIIMATBHOCTH, IEIOCTHOCTH, TOCTYITHOCTH).

IIpu ompenenenun yrpo3 0€30HaCHOCTH HMH(DOPMALMU  YUUTBIBAIOTCS CTPYKTYPHO-
(GyHKIMOHATIBHBIE XapAaKTEPUCTHKH HWH(GOPMAIIMOHHON CHUCTEMBI, BKIIOYAIOIIUE CTPYKTYpY H
coctaB MH(POPMALlMOHHOM CHUCTEMBI, (U3MUECKUE, JIOTWYEeCKHE, (DYHKIHOHAIbHBIE H
TEXHOJIOTUYECKHE B3aMMOCBSI3M MEXIY CETMEHTaMH WH(POPMAIMOHHOW CHCTEMBI, C HWHBIMU
UHPOPMALIMOHHBIMU  CUCTEMaMU U HMH(GOPMALMOHHO-TEJIEKOMMYHUKALIMOHHBIMUA ~ CETSIMH,
pexxuMbl 00paboTku nH(pOpMAMK B HH(POPMAIIMOHHON CHCTEME U B €€ OT/ICIbHBIX CETMEHTAX, a
TaKXKe HHbIE XapaKTEPUCTUKU HH(POPMALMOHHON CHCTEMBI, NpUMEHsAeMble MH(POPMALUOHHbIE
TEXHOJIOTUHM U 0COOEHHOCTH €€ (YHKIMOHUPOBAHHUSL.

Ilo pesynpraTaM ompezaeneHus yrpo3 0e30macHOCTH HH(pOpPMAIMU MPH HEOOXOIUMOCTH
pa3pabaTbIBalOTCS ~ PEKOMEHIAIMM 10  KOPPEKTUPOBKE  CTPYKTYPHO-()YHKIIMOHAIBHBIX
XapakTepUCTUK  HMHGOPMALIMOHHOM  CUCTEMBI,  HalpaBJICHHble  Ha  OJIOKUpOBaHME
(HeHTpanM3anuio) OTAEIBHBIX YIpo3 6e301macHOCTH HHPOPMALIUH.

Mogens  yrpo3  Oe3omacHOCTM  HMH(OpMamMM  JOJDKHA  COJEpKaTh  ONMCAaHUE
MHPOPMALIMOHHON CHCTEMBI M €€ CTPYKTYpHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHUK, a TaKXKe
onucaHue yrpo3 0e30MacHOCTH HWH(POPMALUKU, BKJIKOYAIOLIEe OINUCAHHE BO3MOXKHOCTEH
Hapymurenae (MoAenb HapyIIUTENs), BOSMOXKHBIX YA3BUMOCTEH HMH(OPMAIMOHHON CUCTEMBI,
CHOCO0OB peayin3aluu yrpo3 0e30MmacHOCTH HMH(OpManuu M TMOCIEACTBUNH OT HapyIIEHUsS
CBOICTB 0€30macHOCTH UH(POPMAIUH.

Jns onpeneneHus yrpo3 Oe3omacHOCTH HMH(OpMauu W pa3pabOTKM MOJETU YIpo3
0e30macHOCTH HMH(pOpMAIMM MPUMEHSIOTCI METOAMYECKHE JOKYMEHTHI, pa3paboTaHHbIE U
yrBepxkacHHble PCTOK Poccum B coorBerctBum ¢ noamyHkTom 4 nyHkrta 8 IlonoxxeHus o
®enepalibHON Cyk0€ MO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEP)KJIEHHOTO YKa3oM
[Tpesunenta Poccuiickoit @eneparun ot 16 asrycta 2004 r. N 1085 (CobGpanue
3akoHoaarenbcTBa Poccuiickoit @enepannu, 2004, N 34, cr. 3541; 2006, N 49, ct. 5192; 2008,
N 43, cr.4921; N 47, ct. 5431; 2012, N 7, ct. 818).

14.4. TpeboBanust K cucTeMe 3amUThl HHQOpMAIMM HHOOPMALMOHHOW CHCTEMBbI
OTIpeNIeNAI0TCA B 3aBUCUMOCTH OT Kjlacca 3allUIIEHHOCTH MH()OPMAIIMOHHONW CHUCTEMBI U yrpo3
0e30macHOCTH UH(pOpMAaLIMK, BKIIFOUEHHBIX B MOJIEJIb YTPpo3 0€301aCHOCTH MH(POpMaIUH.

TpeboBanus Kk cucteme 3aUThl HHGOPMAIMU UHOOPMAIIMOHHON CUCTEMbI BKJIIIOYAIOTCS B
TEXHUUYECKOE 3aJjaHie Ha co3JaHHe MH()OPMAIMOHHON cUCTEMBbl U (WJIM) TEXHUYECKOE 3aJaHue
(yacTHOE  TEXHHYECKOE 3aJaHMe) Ha  CO3[JaHMe CHCTEMbl  3aIIUThl  MH(pOpMaLUU
uH(pOpMallMOHHON cucTeMbl, pa3padarbiBaeMble ¢ yuetom ['OCT 34.602, TOCT P 51583 u
I'OCT P 51624, u 10oJ15KHBI B TOM YUCJIE COAEPKATh:

1eNb U 3aJ1a4y 00ecreyeH s 3alUThl HHpOopMaluy B HH(YOPMALIMOHHON CUCTEME;

KJIacC 3alMIEHHOCTH HHPOPMALIMOHHOM CUCTEMBI;

NepeyeHb HOPMATHUBHBIX MPABOBBIX AKTOB, METOJAMYECKHUX JOKYMEHTOB M HAaIlMOHAJIbHBIX
CTaHJapTOB, KOTOPHIM JOJDKHA COOTBETCTBOBATH MH(OPMAIIMOHHAS CUCTEMA;
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nepeyeHb 00HEKTOB 3aIIUTH HHPOPMALIMOHHOMN CUCTEMBI,

TpeOoBaHUST K MepaM W CpEICTBAM 3allUThl HMHPOpMAIUH, MPUMEHSIEMbIM B
UH(POPMALIMOHHOM CUCTEME;

TpeOoBaHusl K 3amure MHGOpMalUUU MpU UHPOPMAIMOHHOM B3aUMOACWCTBUU C WHBIMU
WH(OPMAIIMOHHBIMU CUCTEMaMU U MH(POPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHBIME CETSAMH, B TOM
ymclie ¢ HHOOPMALMOHHBIMU CHUCTEMaMH YIOJHOMOYEHHOIO JIMIA, a TaKXe MPH MPUMEHEHUU
BBIUMCIIUTEIBHBIX PECYpCOB (MOIIHOCTEH), MPEJOCTABISEMBIX YIOJIHOMOYEHHBIM JHIIOM IS
00paboTku nHpopmaIuu.

[Ipu ompeneneHun TpeOOBaHWI K CHCTEME 3allUThl WHGOpMAUu WHGOPMAIMOHHON
CUCTEMbl YYMTHIBAIOTCS TOJOXKEHUS MOJUTUK olOecrieueHus MHGOPMAMOHHON 0e30macHOCTH
obnamarenst unpopmanmu (3akazunka) B cirydae ux paszpaborku no 'OCT P MCO/M3BK 27001
"UndopmanimonHas texHosorus. Meroasl U cpeacTBa obdecrnedeHusi 6e3omacHocTH. CHUCTEMBI
MeHeKMeHTa HHpOopMaoHHOW Oe3omacHOCTH. TpeboBanus'", a TakKe MOJUTHK 00eCTieUeHus
nH(GOPMallMOHHONW OE€30MacHOCTH oleparopa M YHOJHOMOYEHHOIO JIMIla B 4YacTH, He
IPOTHBOpPEYAIEH MOMMTHKAM 00JaiaTesnss HHPOpMaIuH (3aKa3unka).

Pa3paboTtka cuctemsl 3amuTsl HHGOpMaIu HHPOPMALTMOHHON CUCTEMBI

15. Pa3zpaboTka cuctemsl 3a1uThl UHPOpMALUU HH()OPMALIMOHHONW CUCTEMBI OPraHU3yEeTCs
obnanaTeneM HHPOPMALHH (3aKa3UUKOM).

Pa3paborka cuctemsl 3ammThl HHGOpMau HHHOPMAITUOHHON CHCTEMBI OCYIIECTBIISETCS
B COOTBETCTBUHM C TEXHHUYECKHUM 3aJlaHUEM Ha cO3JaHue MH(OPMAIMOHHOW CHUCTEMBI U (UJIIH)
TEXHUYECKUM 3aJaHUEM (YaCTHBIM TEXHHYECKUM 3aJlaHHE€M) Ha CO3J]aHUE CHUCTEMBI 3alUTHI
uHpopmanuu uHbopmannoHHo cuctembl ¢ yderom [OCT 34.601 "HudopmarmonHas
texHosiorus. Komruieke ctaHaapToB Ha aBTOMaTU3UPOBAHHBIE CUCTEMBI. ABTOMAaTU3UPOBAHHBIC
cucreMbl. Ctaguu cozmanus” (nanee - TOCT 34.601), TOCT P 51583 u I'OCT P 51624 u B ToM
YKCJIe BKIIIOYAET:

MIPOEKTUPOBAHKUE CUCTEMBI 3aLUTHI HHGOPMAIIUU HHPOPMAITMOHHON CUCTEMBI;

pa3paboTKy SKCILTyaTallMOHHOM JOKYMEHTAIllMd Ha CHCTEMY 3alluThl WHPOpMauu
WH(OPMAIIMOHHON CUCTEMBI;

MAaKETUPOBAHHE M TECTUPOBAHUE CHUCTEMBI 3alUTHl WHMOpMauu HUHPOPMAIUMOHHOMN
CUCTEMBI (TIpU HEOOXOJMMOCTH).

Cucrema 3amuthl nHGOpMaAIMU HHPOPMAIIMOHHON CHCTEMBbl HE JIOJDKHA MPENSITCTBOBAThH
JTOCTHIKEHUIO 11eNieit co3/1anus HHGOPMAIMOHHON CHCTEMBI U €€ () yHKIITMOHUPOBAHHUIO.

IIpu pa3zpaboTke cucTtemMbl 3amUThl HHOpPMaUKUKW HH(GOPMALMOHHOW  CUCTEMBI
YUUTHIBaeTCs ee MH(POPMAIMOHHOE B3aUMOJACHCTBHE C MHBIMU MH(GOPMAIMOHHBIMU CHCTEMaMHU
U WH(POPMAIMOHHO-TEIEKOMMYHUKAITMOHHBIMA CETSIMH, B TOM YHCIIe ¢ WH(POPMAIIMOHHBIMU
CUCTEMaMU YIOJHOMOYEHHOIO JIMIA, a TaKXe NPUMEHEHUE BBIYUCIUTEIBHBIX PECYPCOB
(MOIITHOCTEH ), MPEOCTABISIEMBIX YIIOJTHOMOUYEHHBIM JIMIIOM JIJIs1 00paboTKH HHGPOPMAIIHH.

15.1. ITpu npoeKTUPOBAHUH CUCTEMBI 3aIIUThHI HH(GOPMAIIUU WH(HOPMAIIMOHHON CUCTEMBI:

OTIpeAENSAI0TCA TUIBI CYyOBEKTOB JOCTyma (MOJb30BaTENH, MPOLECChl U UHbIE CYOBEKThI
JIoCcTyna) U OOBEKTOB MOCTYMa, SBISIOMIMXCA OOBEKTaMH 3allUThl (YCTPOMCTBA, OOBEKTHI
(baiIoBOM CHUCTEMBI, 3aIlyCKaeMble M HCIIOIHSIEMbIE MOAYJIH, OOBEKThI CHUCTEMBI YIPABIICHUS
0a3zaMu JaHHBIX, OOBEKTHI, CO3/IaBa€Mble MPUKIAJAHBIM MPOTPAaMMHBIM OOecreueHreM, HHbIS
00BEKTHI IOCTYTA);

OMPENESAIOTCS METOMBl YIPABJICHUS JOCTYNOM (AUCKPELUMOHHBIN, MaHAATHBINA, POJIEBOU
WJIM MHBIE METOJIbI), THUIIBI JOCTYMA (UTEHHE, 3aIUCh, BHITIOJHEHNUE WM HWHBIC THIIBI IOCTYIA) U
MpaBuIia pa3rpaHUYCHUs JOCTYMa CYOBEKTOB JOCTYIa K 00bEKTaM JIOCTyNa (Ha OCHOBE CITUCKOB,
METOK 0€30MacHOCTH, POJIeH W MHBIX MPaBWII), MOJICKAIIUE peann3aud B HHHOPMAIIMOHHON
CUCTEME;

BBIOMPAIOTCSI MEPHI 3aIUTHl WH(POPMAIIUH, TOJISKAINTUE PEATH3aAIUA B CUCTEME 3alUTHI
uH(popManuu HHPOPMAITMOHHON CHCTEMBI,
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ONPENeNIAIOTCA BUABI M THUIBI CPEACTB 3allUThl MH(POpPMALWHU, O0O0ECIEeUNBAIOLIIEC
pean3annio TEXHUYECKUX Mep 3aluThl HH(OpMaLnu;

OTIpeJIeNIACTCSl CTPYKTYypa CHCTEMBbl 3alIMThl MH(pOpMAMH WH(GOPMAIMOHHON CHUCTEMBI,
BKJIIOUasi COCTaB (KOJIMYECTBO) M MECTA Pa3MEIICHUS €€ JIEMEHTOB;

OCYIIECTBISICTCS BBIOOP CPEACTB 3allUThl HMHPOPMALUHU, CEePTUDUIUPOBAHHBIX Ha
COOTBETCTBUE TpeOOBaHUAM IO O€30MacHOCTH HMHQPOpPMAIUM, C YYETOM HX CTOUMOCTH,
COBMECTHUMOCTH ¢ MH()OPMAITMOHHBIMU TEXHOJIOTUSAMHU U TEXHUYECKUMHU CPEICTBAMHU, PYHKIUH
0€30MacHOCTH 3TUX CPEACTB M OCOOEHHOCTEW MX peanu3aliy, a Takke Kiacca 3allUIEHHOCTH
UH(POPMALIMOHHON CUCTEMBI;

ONpEAENSAIOTCA  MapaMeTpbl HACTPOMKM  MPOrpaMMHOTO  oOecredeHus, BKIOYas
MPOrpaMMHOE 00eCIIeueHrE CPECTB 3aTUThl HH(GOPMAIINK, 00SCTICUUBAIOIINE PEATU3AIIUIO MEP
3alUThl MHQOpPMAIMK, a TaKXke YCTpaHEHHE BO3MOXKHBIX YSA3BHUMOCTEH HHGOpPMALMOHHON
CHCTEMBI, IPUBOJISAIINX K BOSHUKHOBEHHIO Y03 O€30MaCHOCTH WH(POPMAIIHUH;

OTIpEACISAIOTCA MEphbl 3alUThl MHPOpPMAIMKU TPU UHPOPMAIMOHHOM B3aHUMOJCHCTBUH C
UHBIMH  MH()OPMAIMOHHBIMU CHUCTEMaMH M HMH(OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIMH
CEeTSIMH, B TOM YHCIIe ¢ UHPOPMAIIMOHHBIMA CUCTEMAaMH YIIOJHOMOYEHHOTO JIMIIA, a TaKXKe MPU
NPUMEHEHUN BBIYHCIHUTENBHBIX PECYPCOB (MOIIHOCTEH), IPEAOCTABIAEMBIX YIIOJHOMOYEHHBIM
JIUIIOM JIJIsE 00pabOTKX MH(OpMAITUH.

Pe3ynbTaThl MPOEKTUPOBAHUS CUCTEMBI 3aIIUTH HHPOPMAUU HHPOPMALMOHHON CUCTEMBI
OTpaXXalOTCsl B MPOEKTHOW JOKYMEHTAlUU (3CKU3HOM (TEXHHYECKOM) IMpPOEKTe W (MIu) B
pabouell HOKyMEHTalMu) Ha WHGOPMANMOHHYIO CHCTEMY (CHCTEMY 3alIuThl HH(OpMAaIiu
nH(pOPMaLMOHHON cUcTeMbl), pa3zpabareiBaembix ¢ yuerom ['OCT 34.201 "Hudopmarmonnas
TexHosorusi. Komrieke cTanmapToB Ha aBTOMAaTH3UPOBAHHBIE CHCTEMBI. BHIIBI, KOMIUIEKTHOCTh
U 00O3HAUYEeHHE JOKYMEHTOB IPHU CO3/IaHUU aBTOMaTU3MpoBaHHbIX cucteM" (maiee - ['OCT
34.201).

[IpoekTHas gokyMeHTaIus Ha WHGOPMAIMOHHYIO CHUCTeMYy M (WJIM) €€ CUCTeMY 3aIlHUThI
UHPOpPMALIUK TIOAJISKAT COTJIACOBAHHUIO C ONEpPaTopoM HH(OPMAIIMOHHON CHCTEMBI B CIlydae,
€CJIM OH OIpe/ie]ICH TaKOBBIM B COOTBETCTBUU C 3aKOHOAATeNnbCTBOM Poccuiickoii denepannu k
MOMEHTY OKOHYaHUS TPOSKTUPOBAHMS CHUCTEMBI 3alIMTHl WHGpOpManuu HHYOPMAITMOHHON
CHCTEMBI U HE ABJISIETCS 3aKa3YMKOM JaHHOW MH(OPMALIMOHHON CUCTEMBI.

[Tpu oTcyTcTBMU HEOOXOIMMBIX CPEICTB 3aIIUTHl HHPOPMALUH, CePTU(UITMPOBAHHBIX HA
COOTBETCTBUE TpeOOBaHUAM 1O O€30MacHOCTH HHGpOpMaIMM, OpraHu3yeTcss pa3paboTka
(mopaboTka) cpeACTB 3amuThl WHGOPMAIMM W WX CEpTUPHUKAIMSI B COOTBETCTBHU C
3akoHo/aTenbCcTBOM Poccuiickoit dexepanuy UiaM NPOU3BOJUTCS KOPPEKTHPOBKA MPOEKTHBIX
pemieHuid no nHGOPMALMOHHON cHucTeMe U (WIM) €€ CUCTEME 3allUuThl UH(OpPMAalUK C y4ETOM
(YHKLIMOHAJIBHBIX BO3MOXKHOCTEH HMEIOIUXCA CEePTU(PUUMPOBAHHBIX CPEJICTB  3alUThI
uH(pOpMaLIHH.

15.2. Pa3zpaboTka HKCITyaTal[MOHHON NOKYMEHTAllUd Ha CHCTEMY 3alluThl WH(OpMaLUU
MH(POPMAIIMOHHON CHUCTEMBI OCYIIECTBIIIETCSI B COOTBETCTBUM C TEXHUYECKHM 33a/laHUEM Ha
co3aHue HHPOPMAIIMOHHON CUCTEMBI U (UJTM) TEXHUYECKUM 3a/laHueM (4aCTHBIM TEXHUYECKUM
3aJJaHMEeM) Ha CO3JIaHHE CUCTEMBI 3alIUThI HH(OpMAIH HHPOPMAIIMOHHON CHCTEMBI.

DKcITyaTallnoOHHas TOKYMEHTAlUS Ha CUCTEMY 3alIUThl HHGOpMauu UHGOPMAIMOHHON
cucteMsbl pazpadareiBaercs ¢ yauetom ['OCT 34.601, 'OCT 34.201 u TOCT P 51624 u nomkHa B
TOM YHCJIE€ COJIEPXKATh ONHUCAHHE:

CTPYKTYPBI CHCTEMBI 3aIUTHl HHPOpMAITui HHHOPMAIIMOHHON CHCTEMBI;

COCTaBa, MECT YCTaHOBKM, IapaMeTpOB U TMOpPAIKAa HACTPOMKH CPEICTB 3aIlUTHI
UHPOPMAIINH, TPOTPAMMHOT0 00ECIIEYCHHUS M TEXHUIECKUX CPEJICTB;

MIPaBIJI HKCILTyaTaIli CUCTEMBI 3alIUThl HH()OpMAay HHHOPMAITMOHHON CHCTEMBI.

153. Ilpu MakeTMpOBaHMM U TECTUPOBAHMM CHCTEMbl 3alllUThl UHGOpPMALUU
UH(POPMALIMOHHOM CUCTEMBI B TOM YHCJIE€ OCYILECTBIISIOTCS:

MpoBepKa pabOTOCTIOCOOHOCTH H  COBMECTUMOCTH BBIOPDAHHBIX CPEICTB  3aIlUTHI
uH(popMaIuu ¢ THPOPMAITMOHHBIMHA TEXHOJIOTHSIMH U TEXHUYECKUMHU CPEICTBAMU;
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MIPOBEPKA BBITIOJHEHUSI BHIOPAHHBIMU CPEJCTBAMHU 3aLIUTHl MHPOpPMALUU TPEOOBaHMNA K
CUCTEMe 3alluThl HH(pOpMaLUK HH(OPMALIMOHHON CUCTEMBI;

KOPPEKTHPOBKA MPOEKTHBIX PEUICHUH, pa3padOTaHHBIX MPHU CO3AAHUU HWH(POPMAIMOHHON
CUCTEMBI U (WJIM) CUCTEMBI 3alIUThl HH(POpMaUK HHPOPMAITMOHHOIN CHUCTEMBI;

KOPPEKTUPOBKA IPOEKTHOM M 3KCIUIyaTallUOHHOW JOKYMEHTAllMM Ha CHCTEMY 3alllUThl
uH(popMaluu HHHOPMAITMOHHON CHUCTEMBI.

MaxkeTupoBaHue CHCTEMBbI 3aIIUThl HMHGOpMANMK HH()OPMAIIMOHHOW CHUCTEMBI U €€
TECTUPOBAHUE MOXKET IMPOBOAUTHCA B TOM YMCIE C HUCIOJIB30BAHUEM CPEACTB U METOJIOB
MOJIEIMPOBaHMS HH(OPMAIIMOHHBIX CUCTEM M TEXHOJIOTUH BUPTYAIN3aLNH.

Bueapenue cucteMsl 3a1uThl HHGOPMAIMH HHPOPMALMOHHON CUCTEMBI

16. BHenpeHue cucTeMsbl 3aUThl THPOpMAuu HHPOPMAITMOHHONW CUCTEMbI OPTraHU3yeTCs
obnanaTeneM HHPOPMALHH (3aKa3UUKOM).

Buenpenne cucteMsl 3amiuThl HH(GOPMAIMKA UHPOPMAITMOHHOW CHCTEMBI OCYIIECTBIISCTCS
B COOTBETCTBMM C IPOEKTHOH M SKCIUTyaTallHOHHOM JOKyMEHTalMel Ha CHUCTEMY 3allUThbl
uHpopManruu HHPOPMAITMOHHOW CHCTEMBI M B TOM YHCJIE BKIIIOYAET:

YCTAHOBKY M HaCTPOMKY CpeACTB 3alllUThl HH(POpMALUU B MH(POPMALIMOHHON CHCTEME;

pa3paboTKy [OOKYMEHTOB, ONPEACHSAIONIMX TMpaBWJa H MPOIENyphl, peaTu3yeMbie
orepaTtopoM sl o0ecredyeHus 3auTbl nHopMaluu B MH(GOPMAIIMOHHON CUCTEME B XOJle €€
JKCIUTyaTalMu  (Jajee - OpraHU3allMOHHO-PAaclOpSAUTEIbHBIE JIOKYMEHTHl 110  3alluTe
uHpopmaun);

BHEIPEHHE OPTaHNU3AMOHHBIX MEp 3alIUTH HH()OpMAIIHH;

[peBapUTENIbHbIE HUCHBITAHUSA CUCTEMBbl 3alUThl HMH(OpManuu HHGOPMALMOHHON
CHCTEMBI;

OIBITHYIO SKCIUTYaTallMI0 CUCTEMBI 3aIUThl HHPOPMALUU HH()OPMAIITMOHHON CHCTEMBI;

aHaIM3 ysA3BUMOCTEH MH()OPMAIIMOHHOW CHCTEMBI M MPUHATUE MEpP 3alIUTHl HH(OPMAIHH
0 UX YCTPAaHEHUIO;

MIPUEMOYHBIE HCIIBITAHUS CUCTEMBI 3aIUThl HHPOpMAITMU HHOOPMAIIHOHHON CHCTEMBI.

K BHenpeHHIo cUCTeMBI 3allMThl HHPOPMALUU UHOOPMAIIMOHHONW CHCTEMBI NPUBIIEKACTCS
orepaTop MHPOPMAITMOHHON CUCTEMBI B ClIy4ae, €CJIM OH OIPE/IETIeH TAKOBBIM B COOTBETCTBUU C
3akoHoJaTenbcTBOM Poccuiickoit denepanii K MOMEHTY BHEAPEHHsS] CHUCTEMbI 3alllUThl
uHpopManuu  WHPOPMAIIMOHHOW  CHCTEMBI ¥  HE  SBISETCS  3aKa3YMKOM  JIaHHOU
UH(POPMALIMOHHOM CUCTEMBI.

16.1. VYcraHoBka M HacTpoilka CpeACTB 3alMThl HMHQOpManMK B HH(POPMALUOHHON
cUCTEME JIOJDKHA IPOBOAUTHCS B COOTBETCTBHUM C JKCIUTYaTallMOHHOW JOKYMEHTalueil Ha
CUCTEMY 3allUThl MHPOpMalMK HWH(OOPMALIMOHHOW CHUCTEMBbl M JOKYMEHTAlMeil Ha CpeacTBa
3alIUThI UH(OPMAIIHH.

16.2. PazpaOaTbeiBacMble OpraHHU3alMOHHO-PACIIOPSIUTENbHbIE JOKYMEHTHl IO 3alluTe
UH(OPMALIMHU T0JKHBI ONPEENATh paBuiia U MPOLeyphl:

yrpaBieHus: (aAMUHUCTPUPOBAHUSA) CUCTEMOM 3amuThl MHGOpMaluu HH(POPMAIMOHHON
CHCTEMBI;

BBISIBJICHMSI MHIUACHTOB (OJHOTO COOBITHS WM TPYNNbl COOBITHI), KOTOpbIE MOTYT
IPUBECTH K COOSAM WIJIM HapyIIEHUIO (QYHKIIMOHHPOBAHUS WH(POPMAIIMOHHOMN CHCTEMBI U (WIIN) K
BO3HHKHOBEHHUIO Yrpo3 0€30MacHOCTH MH(OpMalMK (fjajiee - UHIUACHTHI), U pearupoBaHus Ha
HUX;

yopaBieHUs: KOHPUTypaluend aTTecTOBaHHOW WH()OPMAIIMOHHON CHUCTEMBI U CHCTEMBI
3alUThl UHQOPMAIIMY HHPOPMALIMOHHOMN CUCTEMBI;

KOHTpOJsl (MOHUTOpPHHra) 3a OOecCleueHHeM YpOBHS 3alMIIEHHOCTH WH(OpMAaINH,
coJiepxaleiics B ”HPOPMALMOHHOM cucTeMe;

3anMThl WHGOPMAIMK TIPH BBIBOJE W3 JKCIUTyaTallid WH(QOPMAIMOHHOW CHCTEMBI HITH
10CJIe MPUHATHUS peleHust 00 OKOHYaHUU 00pabOTKU MH(OpPMAITUH.
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16.3. Ilpu BHEAPEHUHU OpPraHU3alMOHHBIX Mep 3aIIUThl HHPOPMALUU OCYIIECTBISIOTCS:

peayM3anys TNPaBHI PAa3sTPaHUYEHUs [OCTYNA, PErIaMEHTHPYIOLMX IIpaBa JOCTYIa
CyOBEKTOB JOCTyma K OOBEKTaM JOCTyNa, ¥ BBEICHHWE OrPAaHWYCHHWA Ha JICHCTBUS
IOJIb30BaTENEH, a TaKKe Ha M3MEHEHHE YCIOBMH AKCIUTyaTallMd, COCTaBa U KOH(UIypaluu
TEXHUUYECKUX CPEACTB U IIPOrPAaMMHOI0 OOECIIEUEHUS;

IIPOBEpPKA IIOJIHOTHI M JETAIbHOCTU OIHUCAaHUSA B OPraHU3alMOHHO-PACIOPAINUTENBHBIX
JOKYMEHTax 10 3amure uH(pOpMalMKU [EHCTBUN MOJb30BAaTENed U aJMHHUCTPATOPOB
MH(POPMALIMOHHOM CUCTEMBI 10 peaTn3alii OpraHU3alMOHHBIX MEp 3allUThl HH(pOpMaIuuy;

oTpaboTKa JEWCTBUI JOJDKHOCTHBIX JIMII W TOAPA3JeNCHHd, OTBETCTBEHHBIX 3a
peanu3aiuio Mep 3aluThl HHGOpMaIHy.

16.4. IlpenBapuTenbHble UCHBITAHUS CHUCTEMBI 3aIUTHl WHPOpPMALUU WHPOPMALMOHHOM
cucteMbl mpoBojsATcs ¢ ydetom ['OCT 34.603 "HudopmarmoHHas TexHOJOTHS. Bums
UCHBbITaHUN aBTOMaTU3MpoBaHHbIX cucteM" (nanee - 'OCT 34.603) m BKIIOYAIOT MPOBEPKY
paboTOCIIOCOOHOCTH CHUCTEMBI 3aIIUThl MH(POPMALUU HH(OPMALMOHHOM CHUCTEMBI, a TaKXkKe
NPUHATHE PEUICHHUS O BO3MOXXHOCTH OIBITHOM SKCIUTyaTallMl CHUCTEMBI 3allIUThl WH(POpPMALUU
UH(POPMALIMOHHOM CUCTEMBI.

16.5. OmbITHAS KCIUTYaTaIUsl CHCTEMBI 3aIIUTHI HH(POpMAUK HHPOPMALMOHHOW CHCTEMBI
npooautcs ¢ yuerom ['OCT 34.603 u BkIO4YaeT MpoBEpKY (PYHKIMOHUPOBAHUS CHUCTEMBI
3amuThl HHpOpMauu HHOOPMAIIMOHHONW CHCTEMBI, B TOM YHCIIE PEATHM30BAHHBIX MEp 3aIllUThI
uHpOpMaLlMK, a TaKKe TI'OTOBHOCTb IOJIb30BaTeNiel M aJMHUHUCTPATOPOB K OSKCILTyaTalluu
CHCTEMBI 3alIUTHI HH(POPMANY HHPOPMATUOHHONW CHCTEMBI.

16.6. AHanu3 ys3BUMOCTEH MH(MOPMALMOHHOW CUCTEMBI MPOBOAUTCS B LEIAX OLICHKH
BO3MOYXHOCTH TPEOJIOJICHHSI HAPYIIUTEIEM CHCTEMBI 3aIlUuThl HHGOpMAIH MHPOPMAITMOHHON
CHCTEMBI U NPEIOTBPAILEHUS pealln3alui YTpo3 6€301acHOCTH UH(OPMAIHH.

Ananmu3 ysa3BUMOCTe HMH(OPMAIIMOHHONW CHCTEMBl BKIIOYAeT aHAIU3 YSI3BUMOCTEH
CPeACTB 3alMThl HH(pOpPMAlUM, TEXHUYECKHX CPEACTB M IPOrpaMMHOI0 obOecredyeHus
MH(OPMALIMOHHON CUCTEMBI.

IIpu ananmuse ysA3BUMOCTEH WHGOPMALIMOHHOM CHUCTEMBbI IPOBEPSIETCS OTCYTCTBUE
U3BECTHBIX  YSA3BHUMOCTEH CPEICTB 3alIMThl HMH(POPMALWH, TEXHHUYECKHUX CPEACTB U
OpOrpaMMHOr0 oOecredyeHusi, B TOM UHCIEe C Yy4eToM MH(popManuu, HMeEromencs y
pa3pabOTYMKOB U TOJYYEHHOW U3 JPYruxX OOUIENOCTYIHBIX HMCTOYHHUKOB, MPaBUIbHOCTh
YCTQHOBKH U HACTPOMKHU CPEACTB 3aLUThI HH(OPMAIMH, TEXHUUECKUX CPECTB U MPOTrPAMMHOTO
o0OecrieyeHns, a TaKXe KOPPEKTHOCTh pPabOThl CPEACTB 3allUThl HMH(OpPMALMM MpPH HX
B3aUMO/JICHICTBUU C TEXHUYECKUMHU CPEACTBAMH U IPOTPaMMHBIM 00eCTIeYeHHEM.

B cnyuyae BbIABIEHHS YSI3BUMOCTEM MHQOPMALIMOHHOM CHUCTEMBI, MNPHUBOJALIMX K
BO3HUKHOBEHUIO JOMOJIHUTENBHBIX Yrpo3 0€30MacHOCTH MH(POPMALIUH, TPOBOJUTCS YTOYHEHUE
Mojaenu yrpo3 Oe3zomacHOCTH HWHGOPMAIMM W TpPU  HEOOXOAUMOCTH  MPUHUMAIOTCS
JIOTIOJTHUTEIIbHBIE MEpbl 3allluThl MH(OpMAIMK, HalpaBlieHHblEe HAa YCTpPAaHEHHUE BbISBIECHHBIX
YSI3BUMOCTEM WJIM HCKIIIOYAIOUIME BO3MOXHOCTh MCIIOJIb30BaHMSI HApYLIUTENEM BBISIBIEHHBIX
YA3BUMOCTEM.

16.7. IlpuemMouyHblE HWCHBITAHUSI CHCTEMbI 3alIUTHl HH(OpPMaUUKd HHOOPMALMOHHON
cuctemsl npoBoaarcs ¢ yuetoM ['OCT 34.603 u BKIIOUAIOT IPOBEPKY BBINOJIHEHHS TPEOOBaHUN
K cucTeMe 3aluThl HHpopMauu UHMOPMALIMOHHOW CHCTEMBI B COOTBETCTBUM C TEXHUYECKUM
3aJjaHleM Ha co3/laHhe WH(POPMAIMOHHON CUCTEMBI U (WJIM) TEXHUYECKUM 3aJlaHHeM (YaCTHBIM
TEXHUYECKUM 3aJaHMEeM) Ha CO3/IaHH€ CHCTEMbl 3alUThl HHpOpManUK HHEGOPMALUOHHON
CUCTEMBI.

ATtTecranus nHGOPMAIIMOHHON CUCTEMBI U BBOJI €€ B JieiicTBHE
17. Arrecranus MH(OPMAIIMOHHOM CHCTEMBI OpraHu3yeTcs obianaTeneM HHGOpMaIUH

(3aKa34yMKOM) WJIM OIEpaTOpOM M BKIIIOYAET IMPOBEJACHHWE KOMIUIEKCAa OPTaHM3alMOHHBIX U
TEXHUYECKUX MEpONPUATUH  (aTTECTAlMOHHBIX HCHBITAaHWHA), B pe3ylabTare KOTOPBIX
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MOJATBEPXKIACTCI COOTBETCTBUE CHCTEMBbI 3alMThl MH(OpMAIMK HWH(POPMAIMOHHON CHCTEMBI
HacTosuM TpeGoBaHUAM.

17.1. B xadecTBe MCXOIHBIX JAHHBIX, HEOOXOIUMBIX JIS aTTECTAllMM MH(POPMALMOHHOM
CHCTEMBI, HUCIOJb3YIOTCS MOJENb Yrpo3 Oe30MacHOCTH HH(POpPMAalLMH, aKT Kiaccu(UKaluu
UH(POPMALIMOHHON CUCTEMBI, TEXHHUECKOE 3aJaHNe Ha CO3/laHHe MH(POPMALMOHHOW CHCTEMBI U
(M) TEXHUYECKOE 3aJaHHe (YaCTHOE TEXHMYECKOe 3aJjaHHe) Ha CO3JIJaHHE CUCTEMBbl 3alUThI
uHpopMauu UHPOPMALMOHHON CUCTEMBI, POCKTHAS M AKCIUTyaTal[HOHHAs TOKyMEHTalus Ha
cucTeMy  3aluThl  HMHpoOpManMM  HMHGOPMALMOHHOM  CUCTEMBl,  OpPraHHU3ALUOHHO-
pacropsauTeNbHbIE TOKYMEHTHI 10 3alIuTe WH(POpPMALWU, PE3yJbTaThl aHaJH3a YA3BHUMOCTEH
MH(POPMALIMOHHOM CHUCTEMbI, MaTepuaibl IPEJBAPUTENbHBIX M INPUEMOYHBIX HCIBITAHUN
CHCTEMBI 3aluThl WHpOpMAMKU HHOOPMAIIMOHHONW CHUCTEMBI, a TaKXXe HHBIE JOKYMEHTHI,
pa3pabaTbIBacMble B COOTBETCTBUU ¢ HacTosIUMHU TpeGoBaHUsAMHU.

17.2. Arrectranus ”HPOPMALTMOHHONW CUCTEMBI ITPOBOIUTCS B COOTBETCTBHH C IPOTPAMMOMA
U METOAMKAaMM aTTECTAlMOHHBIX UCHBITAHUN IO Hayajga o0paboTKU MH(OpMALMHU, MTOJIeKaIeH
3anUTe B ”HPOPMALMOHHOM cucteme. /[ mpoBeaeHus arTecTauui HHPOPMAITMOHHONW CHCTEMBI
IPUMEHSIOTCS HAallUOHAJIbHBIE CTAHIAPThI, a TAaKXKe METOAMYECKHE JOKYMEHTHI, pa3paboTaHHbIe
u yrBepxaeHHsle PCTOK Poccun B coorBercTBuM ¢ noanyHkToM 4 nyHkra 8 IlomoxkeHus o
®denepanbHOll Cily)k0e MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPKAECHHOIO YKa3oM
[Tpesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

I[lo  pe3ynpTaTaM  aTTECTAllMOHHBIX  MCHOBITAHUM  OQOPMIISIIOTCS  MPOTOKOJIBI
aTTECTAlMOHHBIX HCIBITAHUH, 3aKIIOUYEHHE O COOTBETCTBHM WH(POPMAIMOHHON CHCTEMBI
TpeOOBaHUAM O 3alIMTe MHPOPMALMU M aTTeCTaT COOTBETCTBUSA B CiIydae IOJOXKHUTEIbHBIX
PE3yIbTATOB aTTECTAMOHHBIX HCIIBITAHUH.

17.3. JlomyckaeTrcs arrectauus HH(OPMAIMOHHONM CHUCTEMbl Ha OCHOBE pE3yJIbTaTOB
aTTECTAIlMOHHBIX HCIBITAHWN BBIICJICHHOTO HAa0Opa CEerMeHTOB HMH()OPMAIIMOHHOW CHCTEMBI,
peaTM3yOLUMX HOJHYI0 TEXHOJIOIHI0 00paboTKH HH(pOpMALIHH.

B »a3rom ciydae pacnpocTpaHeHue aTTectaTa COOTBETCTBUSI Ha JpPYTru€ CErMEHTHI
UH(POPMALIMOHHOM CUCTEMBbI OCYIIECTBIISIETCS IpPU YCIOBUM HMX COOTBETCTBUSI CErMEHTaM
UH(POPMALMOHHON CUCTEMBI, TPOIIEAIINM aTTECTA[HOHHBIEC UCTIBITAHNS.

CerMeHT cuuTaeTcs COOTBETCTBYIOIIMM CErMEHTY HWH(OPMAIMOHHOM CHCTEMBI, B
OTHOIIIEHWH KOTOPOTO OBUTM MPOBEACHBI aTTECTAIIMOHHBIC WCIIBITAHUS, €CIIU IS yKa3aHHBIX
CETMEHTOB YCTAHOBJIEHBl OJIMHAKOBBIE KJACChl 3alUIEHHOCTH, Yrpo3bl 0e30macHOCTH
UH(POPMaIINH, peaIn30BaHbl OJJUHAKOBBIEC MPOEKTHBIE PEIICHHUs 10 WH(POPMAIIMOHHON CHCTEME U
€e CUCTeMe 3alllUThl HH(OPMALIHH.

CooTBeTcTBHE CErMEHTa, Ha KOTOPBIA paclpoCTpaHSeTCsl aTTecTaT COOTBETCTBHS,
CerMEHTY HWH(POPMAllMOHHOM CHCTEMBl, B OTHOLIEHHH KOTOPOro OBIIM  MpPOBEJEHBI
aTTECTAlMOHHBIE  WCTBITAHHUS, TOATBEPXKIACTCS B XOJ€  IPHEMOYHBIX  HCIBITAHUN
UH(POPMALIMOHHOM CUCTEMBI MM CETMEHTOB HH(POPMALIMOHHON CUCTEMBI.

B cermentrax HWHQOpPMAIMOHHON CHUCTEMBI, Ha KOTOpbIE PACHpOCTPAHAETCS aTTecTar
COOTBETCTBUS, OINEPATOPOM 00ECHEeunBaeTCsl COOJIIOJICHUE SKCIUTYyaTallMOHHOM JTOKyMEHTalliuu
Ha cHCTeMy 3ammThl HWHQOpMaruun WHOOPMAIIMOHHOW CHUCTEMBI W OpPTaHHW3alMOHHO-
pacropsAUTENbHBIX JOKYMEHTOB 110 3allUTe HHPOPMALIUH.

OcobenHoctu arTectauMd HWH(GOPMALMOHHOM CHCTEMbl Ha OCHOBE pe3yJIbTaTOB
aTTEeCTAllMOHHBIX MCIIBITAHUI BBIJICJIEHHOIO HA0Opa €€ CerMEHTOB, a TaK)Ke YCIOBHS M MOPSI0K
pacrnpocTpaHeHHs] aTTecTaTa COOTBETCTBUSI Ha JPYTrHe CErMEHTbl MH(OPMAllMOHHOW CHUCTEMBI
ONpeNeNAoTCs B MpOrpaMMe M METOAMKAaX aTTeCTAI[MOHHBIX HCHBITAHWUH, 3aKIIOYEHUH U
aTTecTare COOTBETCTBUSI.

17.4. TloBTopHast arTecTanusi MH()OPMAIMOHHONW CHCTEMBI OCYILECTBIISIETCS B cCllydyae
OKOHYAHUS CpoKa JEeMCTBUSI aTTecTaTa COOTBETCTBUS WJIM TOBBIIIEHUS KJlacca 3alllMIICHHOCTH
UHPOPMALIMOHHOM cucteMsl. [Ipu yBenuueHun coctaBa yrpo3 06€30MacHOCTH MHGOpMALUU WU
U3MEHEHHS TPOEKTHBIX pEIICHUH, pEeaJN30BaHHBIX TIPU CO3JAHHH CHUCTEMBI  3aIlUTHI
uHpopMauu HHYOPMAIIMOHHONW CHCTEMBI, IMPOBOJAATCS JIONMOJHUTENbHBIE ATTECTAMOHHBIE


consultantplus://offline/ref=E340C2C48E40B358442220CA70E6462569060294BF4F130EFAFCA847A31F7E6BC5C8B1147723EF9F68r1Q

UCIIBITaHUs B paMKax JEHCTBYIOLIETO aTTeCTaTa COOTBETCTBHUS.

17.5. BBoa B aeiicTBue MH(DOPMAITMOHHOW CHCTEMBI OCYIIECTBISECTCS B COOTBETCTBHH C
3akoHOo/aTeNnbCTBOM Poccuiickoit @eneparun 06 nHpopmManuu, HHPOPMAITMOHHBIX TEXHOJIOTHUSIX
u o 3ammTe uHpopmanuu u ¢ yaeroM ['OCT 34.601 v nmpu HAJIMYKK aTTECTaTa COOTBETCTBHSL.

Obecnedenue 3aUThl MHGOPMAIK B XOJI€ IKCIUTyaTallu
aTTECTOBAHHOW MH(POPMALIMOHHOMN CHCTEMBI

18. Oobecrieuenne 3amuThl HHQOPMAIMK B XOJA€ OKCIUTyaTallMM AaTTeCTOBAHHOMN
UHPOPMALIMOHHOM  CHCTEMBl  OCYLIECTBISIETCA  ONEpaTopoM B COOTBETCTBUU €
HKCIUTYaTal[MOHHOW JOKyMEHTAallMeld Ha CHUCTeMY 3alluThl MHPOPMALUU M OPraHU3aLMOHHO-
pacropsAaUTENbHBIMU JOKYMEHTAMHU 110 3aluTe HHGOPMALUK U B TOM YHCJI€ BKIIIOYAET:

yIpaBiieHHe (aIMUHHCTPUPOBAHUE) CHUCTEMOW 3alIMThl MHPOPMALUU HH(GOPMAIIMOHHON
CHCTEMBI;

BBISIBIICHHE WHIMICHTOB U pearupoBaHue Ha HUX;

ylpaBiieHue KOH(Urypauueil aTTecTOBaHHOM MHPOPMALMOHHOM CHUCTEMBI U €€ CHUCTEMBbI
3aIUTh HH)OpPMAIHH;

KOHTPOJIb (MOHUTOPHHI) 3a OOECIEYeHHEM YpPOBHS 3alUILEHHOCTH WH(OpMaluy,
coJepKaiieiics B ”HPOPMALMOHHOM CUCTEME.

18.1. B xone ympaBieHus (aIMUHUCTPUPOBAHMS) CUCTEMOM 3aIluThl HH(OpMaALUH
MH(OPMALIMOHHON CUCTEMBI OCYILECTBISIOTCS:

3aBe/IeHHE U YJalleHHE YYETHBIX 3aluceil MoJb30BaTeNel, yrnpaBleHHUE HNOJTHOMOUYHUSIMU
110JIb30BaTeNe MHPOPMAIMOHHON CHCTEMBI U MOJAJIEp)KaHNE MPAaBUI pa3rpaHUYEHUs JOCTYIa B
UH(POPMALIMOHHON CUCTEME;

yIIpaBJICHUE CPEICTBAMHU 3aIUTH HH(pOpMaIK B WHOPMAIIMOHHOHN CHCTEME, B TOM YHUCIIE
napamMeTpamMM HacTPOMKHM MpPOrpaMMHOIO oOecreyeHMs, BKIIIOYas MporpaMMHOE oOecredeHue
CpeACTB 3amuThl WHGOpPMAIMM, YIPABICHHWE YYETHBIMH 3alHMCAMHU  IOJB30BaTENICH,
BOCCTaHOBJIEHHE PAOOTOCIIOCOOHOCTH CPENCTB 3alllMThl MH(OpMAIMK, TeHEpaluio, CMEHY U
BOCCTaHOBJICHUE MApPOJIEH;

yCTAaHOBKa  OOHOBJEHHMH NPOrpaMMHOrO  OOecledeHHus, BKJIIOYas IPOrpaMMHOE
o0ecriedeHHe  CpeACTB  3alMThl  HMH(OpPMalLMM,  BBIMIYCKaeMbIX  pa3paboTyuKaMu
(TPOM3BOAUTENSMHU) CPEJICTB 3AIUTHI MHPOPMAIIUU UIIH 110 UX MTOPYUYECHHUIO;

LEHTPAJIN30BaHHOE YIPABICHUE CHUCTEMOM 3aliuThl HHpOpManuu HHEOOPMALMOHHON
CUCTEMBI (TIPU HEOOXOMMOCTH);

perucTpanmsi U aHajau3 COOBITHMII B MH(POPMAIMOHHON CUCTEME, CBSI3aHHBIX C 3alllUTOM
uHpopMaLuu (Janee - COObITHS 0€301aCHOCTH);

nH(pOpMHUpOBaHHUE TOJIB30BaTENEeH 00 yrposzax 0e30MacHOCTH HH(OpMaIMU, O TMpaBUIIAX
HKCIUTyaTallMM CHCTEMBbl 3aIlUThl HH(pOpMAIMM HHMOPMALMOHHOW CHUCTEMbl U OTHENbHBIX
CPEJCTB 3alUThl HHPOPMAINH, a TAKKE UX O0yUEHUE;

COIIPOBOKACHNE (PYHKIMOHUPOBAHUS CUCTEMBbI 3alIUTHl MH(OpMAIMU MHPOPMALMOHHOM
CUCTEMBI B XOJI€ €€ IKCIITyaTalluH, BKI0Yasi KOPPEKTUPOBKY SKCILUTyaTallMOHHOW TOKYMEHTAluU
Ha Hee M OPraHM3alMOHHO-PACTIOPAANTENBHBIX JOKYMEHTOB IO 3alIUTe HHPOPMALUY;

18.2. B xo/1e BBISBIIEHUS HMHIUACHTOB U pearupoBaHus Ha HUX OCYIECTBIISIFOTCS:

OIpeJIeJIEHUE JIUI, OTBETCTBEHHBIX 32 BBISBJICHNUE HHIIUCHTOB U PearnpoBaHue Ha HUX;

oOHapyXeHHe U HUJEHTHU(PHUKAUUs WHIUACHTOB, B TOM YHCII€ OTKa30B B OOCIY>KHUBaHUW,
cboeB (mepe3arpys3ok) B paboTe TEXHUYECKUX CPEJCTB, MPOTPAMMHOI0 00ECIICUEeHUsI U CPECTB
3alATHl HH(OPMAIHH, HAPYIICHUN TIPAaBUII pa3rpaHUYCHHS JOCTYIa, HEMPaBOMEPHBIX IEHCTBAN
1o co6opy uHpopMaIy, BHEIPEHUN BPEJOHOCHBIX KOMITBIOTEPHBIX MPOTpaMM (BUPYCOB) M MHBIX
COOBITHH, TPUBOASAIINX K BOSHUKHOBEHHIO HHITU/ICHTOB;

CBOEBpPEMEHHOE HMH()OPMHUPOBAHHE JIUI], OTBETCTBEHHBIX 3a BBISBICHHE HHLUICHTOB U
pearupoBaHWe Ha HHUX, O BO3HHKHOBEHHHM WHIMICHTOB B WH(OPMAIIMOHHON CHCTEME
MOJIb30BATEISIMUA U aIMUHHUCTPATOPAMH;
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aHaJM3 MHIUACHTOB, B TOM YHCIIE OINpeJesieHHe UCTOYHUKOB M MPUYUH BO3HUKHOBEHHS
MHIIUJICHTOB, a TAKXKe OLIEHKA UX MOCIEICTBHIH;

IUIAHUPOBAaHHE M NPUHATHE MEp M0 YCTPAHEHUIO HWHIMIEHTOB, B TOM YHCJIE IO
BOCCTaHOBJICHUIO HMH(MOPMALMOHHOM CHCTEMBl M €€ CerMEHTOB B cly4yae OTKa3a B
OOCITy’)KMBaHMM WJIM TOCle Cc0OeB, YCTPAaHEHUIO TIOCIEACTBUNA HApyIICHUS IPaBHI
pasrpaHMyYeHHs JOCTyIa, HEMPaBOMEPHBIX AEWCTBUH MO cOopy HH(OpMaLUU, BHEAPEHUS
BPEIOHOCHBIX KOMITBIOTEPHBIX IPOrpaMM (BHUPYCOB) W HHBIX COOBITUH, HPHUBOMSIIUX K
BO3HUKHOBEHUIO MHLIUCHTOB;

IUIAHUPOBAaHUE U TPHUHIATHE MEp IO TMPEAOTBPAIICHUIO TOBTOPHOTO BO3HUKHOBEHHS
UHIIUJICHTOB.

18.3. B xone ympaBieHus KOHPUTYypalueid aTTeCTOBAaHHOW MH(DOPMAIIMOHHOW CUCTEMBI U
€€ CUCTEMBI 3alUThl HH()OPMAIIUK OCYILECTBIIAIOTCSA:

noJiep)kaHue KoH(QUTrypauun HWHGOPMAIMOHHONH CHUCTEMBI M €€ CHUCTEMbI 3allUThI
uHpopMaLuu (CTPYKTYPbl CUCTEMBI 3aIUThHI MHPOPMALUU HH()OPMALITMOHHON CHCTEMBI, COCTABA,
MECT YCTaHOBKM W MapaMEeTPOB HACTPOMKU CPEICTB 3alIUThl MH(OPMAIMH, MPOrpPaMMHOIO
o0ecreyeHnss U TEXHUUYECKUX CPEJICTB) B COOTBETCTBUU C IKCIUIyaTallMOHHOM JOKyMeHTauuen
Ha CHUCTEMY 3aluThl WHpopManuu (moanepxanne 0a3oBoi KoH(UTypanuu MHOOPMAIMOHHON
CHCTEMBI U €€ CUCTEMBI 3alUThI MH(OpMaIH);

OTIpeJIeJIeHUE JINL, KOTOPbIM pa3pelieHbl ACHCTBUS M0 BHECEHUIO M3MEHEHHH B 0a30BYIO
KOH(pUTrypanuo nHHOPMALMOHHON CUCTEMBI U €€ CUCTEMBbI 3allUThl HH(pOpMaIHy;

yIpaBieHUEe W3MEHEHHMsIMA 0a30Boi KOH(UTypauuu WHGOPMAIIMOHHONH CHUCTEMBI U €€
CHUCTEMBl 3allUThl MHGOpPMALMU, B TOM YUCJIE OINpPENeIeHUE TUIIOB BO3MOXHBIX HM3MEHEHUH
0a3oBoii KOH(pHTryparuu WHOOPMANMOHHONW CHUCTEMBI M €€ CHCTEMbI 3allUThl WH(OpPMAINH,
CaHKI[MOHMPOBAaHWE BHECEHMs H3MEHEHMH B 0a30ByH0 KOH(Urypanuio HHGOPMAIMOHHON
CHCTEMBI M €€ CHCTeMBI 3alIUThl MH(POPMAIUHU, TOKYMEHTUPOBAHHE JICHCTBHI 1O BHECEHUIO
U3MEHeHUH B 0a30BYyI0 KOH(UIypaluio MHPOPMALMOHHOW CHCTEMBI M €€ CHUCTEMbI 3alUThI
uHpOpPMaLINHU, COXpaHEHHE TaHHBIX 00 M3MEHEHUsX 0a30BOi KOH(UTYpanuu HH(GOPMAITHOHHON
CUCTEMBI U €€ CHCTEMbI 3alllUThl HH(OPMALMU, KOHTPOJIb JEHCTBUI 110 BHECEHUIO U3MEHEHUH B
0a30ByI0 KOH(pHUTYpaIuio HHHOPMAITMOHHON CHCTEMbI H €€ CHCTEMBI 3aIIUTH HHPOPMAIIHH;

aHaJIM3 TOTCHIMAJIbHOTO  BO3JEHCTBHA  IUIAHUPYEMbIX H3MEHEHMH B  0a30BOi
KOH(QUrypauuu HWH(YOPMALMOHHOW CHUCTEMBI M €€ CHUCTeMBbl 3allluThl HH(GOpMalLUU Ha
o0ecrieyeHne 3amUThl WHGOpPMALMK, BOSHUKHOBEHHE JOMOJHHUTEIBHBIX Yrpo3 0e30macHOCTH
uH(popMalu U paboTocnocoOHOCTh UH(POPMAIIMOHHOM CUCTEMBIL;

OllpeJieJIeHue  MapaMeTpoB  HACTPOMKM  MPOrpaMMHOTO  oOecreueHusi,  BKIoYas
nporpaMMHOe oOecledeHHe CpeJCTB 3allluThl HH(GOpMalMH, cOocTaBa W KOHQUrypaluu
TEXHUYECKHUX CPEICTB M IMPOTrPaMMHOI0 OOEeCleyeHHs 1O BHECEHMsS H3MEHEHHMH B 0a30BYIO
KOH(purypamuo nHOOPMAIMOHHON CUCTEMBI U €€ CUCTEMBI 3allUThl HH(OpMaIuu;

BHeceHHe wuH(popManuu (AaHHBIX) 00 W3MEHEHHIX B 0a30BOM  KOHQHUTypaluu
UHPOPMAIIMOHHON CHUCTEMBI W €€ CHCTEMBbI 3alIUThl HWH(GOPMAIMKA B HKCIUTYaTAI[HOHHYIO
JOKYMEHTAIUIO Ha CUCTEMY 3alIUThl HH(OpMAIMU HHPOPMALIMOHHOMN CUCTEMBI;

NPUHATHE pEIIeHUs] 10 pe3yiabTaTaM YIpaBlIeHHsS KOHUTypalued O IOBTOPHOM
aTTecTalMd MHPOPMALMOHHOM CHUCTEMBI WJIM MPOBEIEHUM JOMOJHUTEIbHBIX aTTECTAllMOHHBIX
WCTIBITAHU.

18.4. B xozme KOHTponsi (MOHUTOPHUHIA) 3a OOECIIEYEHHEM YPOBHS 3alUILEHHOCTH
uH(popMalnu, cofepxaiiencs B ”HGOPMaIMOHHON CHCTEME, OCYILIECTBIISIOTCS:

KOHTPOJIb 32  COOBITUSIMM ~ O€30MacHOCTH W JEHCTBMSAMM  TOJb30BaTeliel B
MH(OPMaLIMOHHON CHCTEME;

KOHTPOJIb (@HAJIM3) 3aIIMIIEHHOCTH HH(OpManuu, cojepkaieiicss B WH(GOpMAIMOHHON
CHCTEME;

aHaJM3 M OlleHKa (DYHKIIMOHUPOBAHUS CHUCTEMBI 3allIUThl HH(pOpMAMKU UHPOPMALMOHHOM
CHCTEMBI, BKIIOYas BBISIBICHHE, aHAN3 W YCTPaHEHHE HEIOCTAaTKOB B ()YHKIIMOHHPOBAHUHU
CHCTEMBI 3alMThI HH(OpMAMKA UHPOPMALIMOHHOM CUCTEMBI;



NEpUONMYECKUN  aHanmM3  HM3MEHEeHus  yrpo3  OezomacHocTH  WHGpOpMAIMU B
MH()OPMAIIMOHHON CHCTEME, BOSHUKAIOIINX B XO/€ €€ SKCIUTyaTalllu, U MPUHATHE MEp 3allUThI
uHpOpMaLIUKU B clIydae BOZHUKHOBEHHUS HOBBIX YIpo3 0e30macHocTy HH(popMaIum;

JTOKYMEHTHPOBaHNE MPOLEAYP U PE3YIbTaTOB KOHTPOJIS (MOHUTOPUHTA) 32 00eCIeUYeHUEM
YPOBHSI 3aLIUIIEHHOCTH WH(POPMAIINHU, COAEPIKaIIelcss B MH(POPMAITMOHHON CHCTEME;

NPUHATHE PEIICHHS MO Pe3yJbTaTaM KOHTPOJs (MOHHTOPHHTA) 32 00ECIICUCHHEM YPOBHS
3alUIIEHHOCTH MH(pOpMAK O 10opaboTke (MOAECPHHU3AIMU) CHUCTEMBI 3aIIUTHI MH(POPMALUU
UH(QOPMAIIMOHHOW CHUCTEMBI, IIOBTOPHOM arTecTaiid HHQOPMAIMOHHOW CHUCTEMBI WM
MPOBEICHUH JIOTIOJIHUTEIBHBIX aTTECTAIIMOHHBIX UCTIBITAHUH.

Obecneuenne 3auUThl HHOOPMAIMH MTPU BBIBOJE U3 HKCIUTyaTaI[H
aTTECTOBAHHON MH(OPMATMOHHON CUCTEMBI MJIH TIOCIIE TIPHHSATHS
pereHust 06 OKOHYaHUU 00pabOTKU HH(POPMAITUH

19. OGecnieuenne 3amMUTHl UHPOPMALUU TPU BBIBOJE M3 JKCILTyaTallMd aTTECTOBAHHOM
MHPOPMALIMOHHOM CHCTEMBl WM IIOCIE€ IPHUHATUS peleHuss o0 OKOHYaHMM 0O0paboTKu
MH(pOpMaLlUd  OCYLIECTBISETCS  ONEPAaTOpPOM B  COOTBETCTBUUM C  OKCIUTyaTallMOHHOM
JOKYMEHTalluel Ha cucTeMy 3aliuThl HMHGOpMAlMM HMH(OPMAIMOHHOM CHCTEMBl U
OpraHU3alMOHHO-PACHIOPSAAUTENbHBIMUA IOKYMEHTAMHU 110 3alUTe MHPOPMALMU U B TOM 4YHCIIE
BKJIIOYAET:

apXuBHpOBaHUE HH(OPMAIIH, coaepKalIeiics B MHPOPMALIMOHHON CUCTEME;

YHUYTOXKEHUE (CTUpaHUE) JaHHBIX U OCTATOYHOM MH(pOpPMAlMK ¢ MALIMHHBIX HOCHUTENIEH
uHpopManuu 1 (WIM) YHUYTOKECHNE MAITMHHBIX HOCUTENeH nHpOopManuu.

19.1. ApxuBupoBanue wuHGOPMAIUH, COACpKallehHcs B HWH(POPMAIIMOHHON CHCTEME,
JIOJIKHO OCYIIECTBIIATHCSA MPU HEOOXOAMMOCTH JajlbHEHMILEro MCHoJb30BaHUs MH(pOpMaLuu B
NesITeIbHOCTH OllepaTopa.

19.2. VauuTtoxeHue (CTHpaHHME) MAHHBIX M OCTAaTOYHON HWH(POPMALMHU C MAIIUHHBIX
HocuTeneil MHpopMauy NpOU3BOJUTCS MPU HEOOXOAMMOCTH Iepeauyd MAllMHHOIO HOCUTENs
UHPOpPMALIUK  JPYroMy TMOJB30BATENI0 WH(POPMALMOHHOW CHCTEMBI WJIH B CTOPOHHHE
OpraHu3aluy U PEMOHTA, TEXHUUYECKOT'0 00CITYKUBAHUS UM JaJIbHEHIIEro YHUYTOXKEHHUS.

[Ipn BBIBOJE W3 OKCIUlyaTallUM MAIIMHHBIX HOCHTeNed HWH(pOpMaluu, Ha KOTOPBIX
OCYLIECTBISUINCh XpaHeHHe M o00paboTka uH(pOpMAIMU, OCYyLIeCTBIsSeTC (U3NYecKoe
YHUUTOKEHUE 3TUX MAIIMHHBIX HOCUTENEeH HH(OpMaLIUU.

III. TpeGoBanus kK Mepam 3anUThl HHPOPMAIIMH, COACPKaAIIEHCS
B MH(OPMAILIMOHHOHN CHCTEME

20. OpraHu3alMOHHbIE W TEXHUYECKHE Mephbl 3allUThl MHQOPMALUHU, pealu3yemble B
MH(POPMAIIMOHHON CHUCTEME B PaMKax €€ CHUCTEMBI 3alluThl MHPOPMAIMU, B 3aBHCUMOCTH OT
yrpo3 Oe3omacHOCTH UWHGOpPMAIMK, HUCHOIb3YEeMbIX HWH(POPMALMOHHBIX TEXHOJOTHH U
CTPYKTYPHO-(DYHKITMOHAIBHBIX ~ XapaKTePUCTUK  MH(POPMAIIMOHHOW  CHCTEMBI  JIOJDKHBI
o0ecreunBaTh:

UICHTUPUKALUIO U ayTeHTU(PHUKALUIO CYyOBEKTOB I0CTYIAa U OOBEKTOB JJOCTYIIA;

yIIpaBJIeHHE JJOCTYIIOM CyOBEKTOB AOCTyMa K 00BEKTaM JOCTYIIa;

OrpaHUYEHHUE MPOTPAMMHOHN CpEJIbI;

3alIUTy MAIIMHHBIX HOCUTENEeH HH(POPMALIUY;

pEerucTpanuio COObITHI 6€30MacHOCTH;

AHTUBUPYCHYIO 3aIIUTY;

oOHapyxeHHe (IpeIOTBpaLCHIE) BTOPKEHUII;

KOHTPOJIb (aHAIN3) 3AIIUIIIEHHOCTH HH(OPMAIIHH;

L[EJI0CTHOCTh MH(OPMALIMOHHON CUCTEMBI U HH(OpMaIINY;

JOCTYITHOCTh MH(OpMaINH;



3alIUTY CpeJlbl BUPTYyalu3alui;

3alUTy TEXHUYECKUX CPE/ICTB;

3Ty UH(OPMAIIMOHHON CHCTEMBI, €€ CPECTB, CUCTEM CBS3H U Nepeaayy TaHHbIX.

CoctaB Mep 3auuThl HHGOpMaK U uX 6a30Bble HAOOPHI 711 COOTBETCTBYIOIIMX KJIACCOB
3alIUIIEHHOCTH HH()OPMAIIMOHHBIX CHUCTEM MPHUBEACHBI B NPUIOKEHHH N 2 K HACTOSIIUM
TpeboBanusM.

20.1. Mepsl 10 MACHTUPHUKAIMHA W ayTCHTU(UKAUH CYOBEKTOB JOCTYHNa M OOBEKTOB
JOCTyNa JOJKHBI oOecreynBaTh MPHUCBOEGHUE CYOBEKTaM M OOBEKTaM JOCTyNa YHHKaJIbHOTO
npu3Haka (MACHTU(PHUKATOPA), CPAaBHEHHE MPEABSIBISIEMOr0 CyObEeKTOM (0OBEKTOM) JOCTyma
uaeHTu(UKaTOpa C TMepeuyHeM TMPUCBOCHHBIX HUACHTU(UKATOPOB, a TaKkKe MPOBEPKY
NPUHAIICKHOCTH CyObeKTy (00BEKTy) JOCTyna MpeabsBICHHOIO UM HWACHTH(HKATOpa
(moaTBepKACHUE TIOITTUHHOCTH ).

20.2. MepsI IO YIPABJICHUIO JOCTYIIOM CYOBEKTOB TOCTyNa K 00BEKTaM JOCTyIa JOKHBI
ofOecrieunBaTh yIpaBieHHE IpPaBaMU M HPUBWIETHSIMH CyOBEKTOB OCTYyIMa, pa3rpaHUuCHUE
JIOCTyTa CYOBEKTOB JIOCTYNA K 00BEKTaM JIOCTyIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJICHHBIX B
MH(OPMALIMOHHON CHCTEME MPAaBHJI pa3TpaHUyYEHUs JAOCTYIa, a Takke 00ecrneunBaTb KOHTPOJIb
COOJIIOZICHMSI 3TUX MPABUIL.

20.3. Mepbl 110 OrpaHUYCHHUIO TPOrPAMMHOM CpeNbl JOJKHBI 00ECeunBaTh YCTAHOBKY U
(Wm) 3amycK TOJIBKO Pa3pelieHHOTO K UCHOJb30BAaHUIO B WH(GOPMAIMOHHON CHCTEME
MPOrpaMMHOT0 OOECTeUeHUs] WU MCKII0YaTh BO3MOXKHOCTH YCTAaHOBKM W (WMJIM) 3aIlycKa
3aIPeIeHHOT0 K HCIIOJIb30BAaHHUIO B HMH(POPMAIIMOHHOHN CHCTEME IIPOTPAMMHOTO 00eCTIeUeHHs.

20.4. Mepbl TO 3amIMTEe MAIIMHHBIX HOcUTeled wuHpopmanuu (cpeacTBa oOpabOTKU
(xpaneHus) mHGOpPMAINH, ChEMHBIE MAIIMHHBIE HOCHTEIH MH()OPMAIIUH) JTOJKHBI UCKIIOYATh
BO3MOXXHOCTh HECaHKIMOHHPOBAHHOTO JOCTYNAa K MAIIWHHBIM HOCHUTEJISIM W XpaHAIIEHCS Ha
HUX HMHQOpMAIMM, a TaKk)Ke HECAHKIMOHMPOBAHHOE HCIIOJIB30BAaHUE CHEMHBIX MAIIMHHBIX
HOcUTesel nHdopmanuu.

20.5. Mepsl 1Mo peructpanmuu COOBITUH O€30MacHOCTH JOJDKHBI obOecreunBath cOOp,
3alKCh, XpaHEHHE M 3alUTy HHGOpPMALHUU O COOBITUSAX Oe30macHOCTH B MHGOPMAIMOHHON
CHCTEME, a TaK)K€ BO3MOXKHOCTH MPOCMOTpa W aHaimu3a MHPOpPMAIUMU O TAKUX COOBITUSAX W
pearupoBaHue Ha HUX.

20.6. Mepbl 1O AaHTUBUPYCHOHM 3amuTe JODKHBI OOecreyrBaTh OOHApY)KEHHE B
UHPOPMALIMOHHOM  CHUCTeME KOMIBIOTEPHBIX HIporpaMM JHOO HHOW  KOMIBIOTEPHOMH
uHpOpPMaNNH, TPEAHA3HAYCHHOW JJIsl HECAHKIIMOHWPOBAHHOTO YHHUYTOXEHUs, OJIOKMPOBAHMUSA,
MOIUGUKAIMK, KONMPOBAHUS KOMIBIOTEPHOH HHPOPMALMU WIM HEHTpamu3aluu CpeicTB
3amUThl HHQOpPMAIIHNH, a TAK)KE pearupoBaHue Ha OOHapY)KEHUE STUX MPOTPaMM U HH(OpMAITHH.

20.7. Mepbl 10 OOHapyXeHHIO (MIPelOTBPAIEHHI0) BTOPKEHUH JOJKHBI 00ecreuynuBaTh
oOHapy)XeHHe NeWCTBHI B MH(POPMAIIMOHHOW CHCTEME, HANpaBJIEHHBIX Ha MpeIHAMEPECHHBIN
HECAaHKIIMOHMPOBAHHBIA ~ JOCTYyl K  HMH(OpManuMM, CIeNualbHble  BO3JCHCTBHUA  Ha
uH(pOpMaMOHHYIO cucTeMy W (Wiau) WHGOPMAIMI0 B IENSIX €€ JOOBIBaHUS, YHHUYTOXEHUS,
UCKa)XEHUS U OJIOKUPOBaHMA JOCTYIa K HH(OpMAIINH, a TAK)KE pearupoBaHKe Ha 3TH JEHCTBHUS.

20.8. Mepbl 110 KOHTPOJIIO (aHATN3Y) 3aITUIICHHOCTH HH(POPMAITUH JOJKHBI 00ECTICUNBaTh
KOHTPOJIb YPOBHSI 3allIUILEHHOCTH WH(pOpMAIMHU, COAEpIKaIleicss B UH()OPMAIIMOHHON CUCTEME,
IyTEM TPOBEJCHHUS MEPONPHUATHIA M0 aHAIN3Y 3AIIUIIEHHOCTH MH()OPMAIMOHHOW CHUCTEMBI U
TECTUPOBAHUIO €€ CUCTEMBI 3aLIUThI HH()OPMALIHH.

20.9. Mepsl o o0ecre4eHno LEeI0CTHOCTH MHPOPMAIIMOHHON cucTeMbl U MH(OpManuu
JOJDKHBI ~ o0ecrieunBaTh  OOHapyXeHHE  (PAKTOB  HECAHKIMOHHUPOBAHHOTO  HapyLICHUS
LEJIOCTHOCTH HMH(QOPMAIMOHHOM CUCTEMBI M cojlepskauieiicss B Hell uHpopmanuu, a Takxke
BO3MOXXHOCTh BOCCTAHOBJIEHUS HMH(OPMAIMOHHOW CHCTEMBl U COJAEpKallelcs B Hel
uH(pOpMaLIUH.

20.10. Mepsl mo oOecneyeHHIO JOCTYMHOCTH HH(GOpMAIMKU JOJDKHBI 00ecreunBaTh
ABTOPHU30BAHHBIN JOCTYII ITOJIb30BaTENEH, UMEIOIINX MTPaBa Mo TAKOMY JIOCTYITY, K HH(OpMAIIHH,
cojepxaiieiics B HMHQOPMAIMOHHOW CHCTEME, B IUTAaTHOM peXuMe (YHKIMOHUPOBAHUS



UH(POPMALIMOHHOMN CUCTEMBI.

20.11.  Mepsl 1o  3ammTe  Cpeabl  BUPTyadu3allMd  JIOJDKHBI  HUCKJIIOYATh
HECAaHKIIMOHMPOBAHHBIA  JOCTYn K wuH(popMamuu, oOpabaTeiBaeMoii B  BUPTYaJbHOMH
UHPPACTPYKTYpEe, U K KOMIIOHEHTaM BUPTYyalbHOH MH(PACTPYKTYypHl, a TaKKe BO3ACHCTBUE Ha
UHPOPMALIMI0O M KOMIIOHEHTHl, B TOM YHCIE K CpEACTBAM YIPaBICHUS BUPTYaJbHOU
UHPPACTPYKTYPOIl, MOHUTOPY BUPTYaAJIbHBIX MAlIUH (TUIIEPBU30pPY), CUCTEME XPAaHEHUS JaHHBIX
(BKJIIOUAs CHCTEMY XpaHEHHs 00pa30B BUPTYAIbHON HH(PPACTPYKTYpHI), CETH MEpeaad JaHHBIX
yepe3 3JIEMEHThl BUPTYalIbHON WK (QU3HMUECKOd MH(PACTPYKTYpbl, TOCTEBBIM ONEPALUOHHBIM
CUCTEMAaM, BHPTYyaJbHbIM MallMHaMm (KOHTEHHepaMm), CHCTEME M CETU pEIUIMKALINU,
TEPMUHAJIBHBIM M BUPTYaJbHBIM YCTPOMCTBAM, a TAaKK€ CUCTEME PE3EpPBHOIO KONMHWPOBAHUS U
CO3/1aBacMbIM €10 KOIIHSIM.

20.12. Mepsi o 3aIUTe TEXHUYECKUX CpEACTB JOJIKHBI HUCKJIIOYATh
HECaHKIIMOHUPOBAHHBIN JTOCTYI K CTAlMOHAPHBIM TEXHUYECKUM CpEJICTBaM, 00padaThIBAOIIUM
UH(pOPMaLKIO, CpeicTBaM, o0ecreuynBarouM (GyHKIIMOHUPOBAHUE UH(OPMALIMOHHON CUCTEMBbI
(manee - cpencrBa obecrieueHHs (YHKIIMOHUPOBAHHS), U B IOMEIICHHUS, B KOTOPHIX OHHU
IIOCTOSIHHO PACIOJIOKEHBI, 3AIIUTY TEXHUYECKUX CPEICTB OT BHEIIHUX BO3JAEHCTBHM, a Takke
3ammTy MHGOpPMAIMH, TPEACTABICHHOW B BUE MH(POPMATUBHBIX AJIEKTPHUECKUX CHTHAIIOB H
du3nyeckux mnosuei.

20.13. Mepbr no 3amure WHGOPMAIIMOHHOW CHUCTEMBI, €€ CPEIICTB, CHCTEM CBSI3H M
nepefayd JIaHHBIX JIOJDKHBI oOecreyuBaTh 3alluTy HWHPOpPMALMU HpU B3aUMOJEHCTBUU
MH(OPMALIMOHHOM CHUCTEMBl WJIH €€ OTIEJIbHBIX CErMEHTOB C HHBIMU HH(OPMaLMOHHBIMU
cucTeMaMH U HMH(pOPMAIMOHHO-TEJICKOMMYHUKALIMOHHBIMUA CETSMHU MOCPEICTBOM IPUMEHEHUS
apXUTEKTypbl MH(POPMALMOHHOM CHUCTEMBI, IMPOEKTHBIX PEIICHUN [0 €€ CUCTEME 3alUThI
uH(pOpMalMK, HaIIPAaBJICHHBIX Ha 00ecrieyeHHe 3aluThl HHPOPMALIUU.

21. Beibop Mep 3amuThl HHGOPMAIMH JUTS KX pean3alid B MHPOPMALMOHHON CHCTEME B
paMKax ee CUCTEMBI 3alIUThl UH(OPMAIIMK BKIIIOYAET:

onpeneneHue 6a30BOro Habopa Mep 3auuThl MHGOPMAIUU JJIS YCTAaHOBJICHHOTO Kjacca
3alIMIIEHHOCTH HH(OPMAllMOHHON CHCTEMBl B COOTBETCTBUM C 0a30BbIMH HabopamMu Mep
3anUThl HHGOpPMAIMH, TPUBEACHHBIMU B TpMiioskeHUN N 2 K HacTosmuM TpeOoBaHMsIM;

ajanTanuoo 0a3o0Boro Habopa Mep 3alUThl HHPOPMAIMK MPUMEHHUTENBHO K CTPYKTYPHO-
(YHKIIMOHAJIBHBIM ~ XapaKTEpPUCTUKaM  HMH(DOPMALIMOHHOW  CHCTEMbI, HH(POPMAIMOHHBIM
TEXHOJIOTUSIM, OCOOEHHOCTAM (DYHKIIMOHMPOBaHUS WH(POPMAIMOHHON CHCTEMBI (B TOM 4HUCIIE
IpelyCMaTPUBAIOLIYI0 HCKIIOYeHHEe U3 0a3oBoro Habopa Mep 3alMThl HHPOpMAIMH Mep,
HEMOCPEJCTBEHHO CBS3aHHBIX C HH()OPMAIMOHHBIMU TEXHOJIOTHUSIMH, HE MCIOJIb3YEMbIMH B
MH(OPMALIMOHHON CHUCTEME, WM CTPYKTYPHO-(DYHKIMOHAJIBHBIMU XapaKTEpPUCTUKAMU, HE
CBOWCTBEHHBIMH HH(OPMAIIMOHHOI cUCTEME);

YTOYHEHHE aJalTHPOBAaHHOIO 0a30BOro Habopa Mep 3amMThl MH(POpPMALUKU C YYETOM HE
BBIOpPAHHBIX paHee Mep 3aIlUThl MH()OpMAIUK, IPUBEIEHHBIX B NMPHIOKeHNH N 2 K HaCTOSALINM
TpeboBanusiM, B  pe3ylbTaTe€ 4Yero ONpPENeNSIIOTCS  Mepbl  3alIMThl  HMH(pOpMaLuHy,
oOecrieunBaromue OJIOKUpOBaHME (HEHTpaln3aluio) BceX yrpo3 0e30macHOCTH HH(pOpMaIHH,
BKJIFOUEHHBIX B MOJIEJIb YyTPpo3 0e30MacHoCTH HH(POpMaIUy;

JIONIOJTHEHWE YTOYHEHHOTO aJallTHPOBAaHHOIO 0a30BOr0 HabOpa Mep 3alUThl HHPOPMALUU
MepaMH, OOECTEeYMBAIOLIMMHU  BBIIOJHEHHE  TpeOoBaHMW O  3amuTe  UHGMOpManuu,
YCTQHOBJICHHBIMM HMHBIMA HOPMATHBHBIMH MPAaBOBBIMHM aKTaMM B 00JAacTH  3alUTHI
uH(pOpMalliKi, B TOM YHCIIe B 00JIACTH 3aIIUTHI IEPCOHATIBHBIX JaHHBIX.

Jlnst BeIOOpa Mep 3aluThl HHGOPMALUU JUIS COOTBETCTBYIOLIETO Kjlacca 3alllUIIeHHOCTH
MH(OPMALIMOHHON CHUCTEMBl MPUMEHSIOTCS METOJIWYECKHE JOKYMEHTHI, pa3paOOTaHHbIE U
yrBepxkacHHble PCTOK Poccum B coorBercTBuM ¢ noamyHkTom 4 nyHkrta 8 IlonoxkeHus o
®enepalibHON CIyk0€ MO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEP)KIEHHOTO YKa3oM
ITpesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

22. B nundopManmoHHON CUCTEME COOTBETCTBYIOIIETO KiIacca 3allUIIIEHHOCTH B paMKax €
CHCTEMBI 3allUThl MH(OpPMAIMU JIOJDKHBI OBITh pPEaTM30BaHBl MEphl 3allUThl WH(pOpPMAIHH,


consultantplus://offline/ref=E340C2C48E40B358442220CA70E6462569060294BF4F130EFAFCA847A31F7E6BC5C8B1147723EF9F68r1Q

BbIOpaHHBIE B COOTBETCTBMM C IyHKTOM 21 Hacrosimux TpeGoBaHuii u obecneumBaromime
OyIoKMpoBaHKE (HEUTPAIHM3AIIMI0) BCEX yrpo3 O€30MacHOCTH HH(POPMAIIHH.

[Ipu >TOM B WHPOPMALMOHHON CHUCTEME JOJDKEH ObITh, KaK MHUHUMYM, pEaln30BaH
aJalTUPOBaHHbIM  0a30BbIi  HaOop Mep  3amMThl  MH(OpPMALUHM, COOTBETCTBYIOILUM
YCTAHOBJICHHOMY KJIacCy 3allUIIEHHOCTH HH()OPMAIIHOHHON CHCTEMBI.

23. Ilpu HEBO3MOXHOCTH peajn3allui B HH(OPMALIMOHHON CUCTEME B paMKaX €€ CUCTEMBI
3alUThl HTHPOPMAIIUHN OTAETHHBIX BHIOPAHHBIX MEp 3aIUTHl HHPOPMALIMK Ha 3Tanax aganTaliu
6a3oBoro Habopa Mep 3alUThl MHMOPMALUU MWJIM YTOYHEHHS aJalTUPOBAHHOTO 0a30BOIro
Habopa Mep 3amuThl WHGOPMALMK MOTYT pa3pabaThIBaThCsl MHbIE (KOMIICHCHUPYIOIIUE) MEpPhI
3amUTHl KHGOPMAIMH, 00SCIICUHBAIONINE aJCKBAaTHOE OJIOKMPOBaHKE (HEHTpaIHM3alldi0) yrpo3
0e301acHOCTH HH(POPMALIHH.

B srom cinyuyae B xoze pa3paOOTKM CHCTEMBbI 3alluThl MH(pOpMaLMU HH(GOPMALMOHHON
CHCTEMBI JIOJDKHO OBITh MPOBEIECHO 0OOCHOBAHUE MPUMEHEHHSI KOMIICHCUPYIOIIUX Mep 3aIlUThI
UHpOpPMAaLIMU, a MPHU aTTECTALMOHHBIX HUCHBITAHUSX OLIEHEHA JOCTaTOYHOCTh U a/IeKBaTHOCTh
JAHHBIX KOMIICHCHUPYIOIIMX Mep sl OJOKMpOBaHUs (HEHTpanu3amuu) yrpo3 Oe30MacHOCTH
uHpopmanuu.

24. Mepsl 3amyThl MHPOPMALUU BHIOMPAIOTCS W PEANHM3YIOTCS B WH(GOPMAIMOHHON
cUCTeMEe B paMKax €€ CHCTEeMbl 3alluThl HMHGPOpPMALUU C Y4Y4eTOM Yyrpo3 0e30MacHOCTH
MH(pOpMallMl TPHUMEHUTEIBHO KO BCEM OOBEKTaM U CyOBbEKTaM JOCTyla Ha allapaTHOM,
CHUCTEMHOM, NpPHUKIAJHOM M CETEBOM YPOBHSX, B TOM 4YHCIE B Cpele BHUPTyalU3allUd M
00JTaYHBIX BBIUYMCIICHU.

25. BolOpaHHble U peanu30BaHHbIE B MH(GOPMALIMOHHON CHUCTEME B paMKax €€ CHUCTEMbI
3aIUThl HHOOPMAIK MEPBI 3aIIUTH HH)OPMAIHH JOKHBI 00€CTIeYMBATh:

B UMHPOpPMALlMOHHBIX cHcTeMax | Kiacca 3alUINEHHOCTH -  HeHTpaau3anuio
(61o0KMpoBaHUE) yrpo3 0€30MacHOCTH WHPOPMAIUH, CBSI3aHHBIX C JICHCTBUSMHU HAPYIIUTEIS C
BBICOKUM ITOTEHLUAIIOM;

B MHPOPMAMOHHBIX CHCTeMax 2 Kjacca 3allUIIEHHOCTH - HEUTpaTu3anuio
(6moxupoBaHue) yrpo3 6e30macHOCTH MH(OpMaIUK, CBS3aHHBIX C ACHCTBUSAMM HApyLIMTENs C
MOTEHLIMAJIOM HE HUKE CPETHETO;

B HH(pOpPMAIMOHHBIX CUCTEMax 3 W 4 KJIaccoB 3allMIIEHHOCTH - HEUTpalu3aiuio
(6moxupoBaHue) yrpo3 06€30macHOCTH MH(OpPMAIUU, CBA3AHHBIX C JCHCTBUSIMH HAPYIIUTENS C
HU3KHUM MOTEHIIUAIOM.

[ToTeHunan HapymuTeNsl ONpeAeseTcsl B X0J€ OLIEHKH €ro BO3MOXKHOCTEW, MPOBOAMMON
OpU OMNpeNeleHn: Yyrpo3 O0e30MacHOCTH HHGOpMalMd B COOTBETCTBUM C NyHKTOM 14.3
HacToAux TpeboBaHuil.

OmnepaTopom MOXKET OBITh NIPUHATO PEelIEHHE O MPUMEHEHUH B UHPOPMALIMOHHOM cucTeme
COOTBETCTBYIOILIETO KJjacca 3allUIIEHHOCTH MeEp 3alluThl HHPOpMaIUH, 00ecrnednBarOIINX
3alIUTY OT yrpo3 0e30MacHOCTH MHGOPMAlMH, pealn3yeMbIX HapyIIUTENeM ¢ 0ojee BHICOKMM
MOTEHLIUAJIOM.

26. TexHuuyeckre Mepbl 3aIUTHl UHPOPMALUU PEATU3YIOTCS MOCPEACTBOM MPUMEHEHUS
CPENCTB 3alIUThl UHPOPMAILIUH, UMEIOIINX HEOOX0AUMBbIE (PYHKITUN OE30MTaCHOCTH.

B osrtom cinyusae B MHQOpPMAaLMOHHBIX cucTeMax | M 2 Kjacca 3allUIIEHHOCTH
PUMEHSFOTCS:

CpeACTBa BBIYMCIUTEIHHON TEXHUKH HE HIXKE 5 KIlacca;

CUCTEMbI OOHApYKEHUsI BTOP>KEHUH U CpeICTBA aHTUBHUPYCHOM 3alllUThl HE HUKE 4 Kiacca;

MEXCETEeBbIE JKpaHbl HE HIXKe 3 Kjacca B Cilydae B3aMMOJACUCTBHUS WMH(POPMAIMOHHOMN
CUCTeMBI ¢  WH(OPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIMA ~ CETSAMH  MEXIYHApOIHOTO
UHPOPMALIMOHHOTO OOMeHa M He HIbke 4 Kiacca B Cilydae OTCYTCTBUS B3aUMOJCHCTBUSA
UHPOPMAIIMOHHOM  CHUCTeMBI ¢  WH(OPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIMA ~ CETSIMH
MEXyHApOAHOT0 HH(OPMAIIMOHHOTO OOMEHa.

B nndopmannonHbIx cucteMax 3 Kjacca 3alUIIeHHOCTH IPUMEHSIOTCS:

CpeACTBa BBIYMCIUTEILHON TEXHUKH HE HIXKE 5 KIlacca;



CUCTEeMBI OOHApY)KEHUSI BTOPKEHUH U CPEICTBA AaHTUBHPYCHOM 3aIlIMThI HE HIDKE 4 Kitacca
B Cllydae  B3auUMOAEHCTBHS  HMH(DOPMALIMOHHOW  CHUCTEeMBl ¢  HH(OPMAaLKMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSMH MEXIYHAPOJIHOTO MHPOPMAITMOHHOTO OOMEHA U HE HIKE 5
KJlacca B ciy4yae OTCYTCTBHUS B3aUMOIECHCTBHS MH(DOPMALIMOHHONW CUCTEMBI C MH(OPMALIMOHHO-
TEJICKOMMYHUKAIMOHHBIMHU CETSIMH MEXKIYHAPOTHOTO HH(POPMAIIMOHHOTO 0OMEHA;

MEXKCETEBbIE JKpaHbl HE HIDKE 3 Kjacca B cllydae B3aMMOJAEWUCTBUA WH(GOPMalMOHHON
CUCTEeMBl ¢  WH(POPMAIMOHHO-TEIIECKOMMYHUKAIITMOHHBIMH ~ CETSAMH  MEXJIYHApOIHOTO
nH(pOPMallMOHHOTO OOMEHa W He HuXke 4 Kiacca B Cly4ae OTCYTCTBUS B3aMMOJEWCTBUA
WH(OPMAIIMOHHOW  CUCTEeMBI ¢  HMH(DOPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIMUA  CETSAMU
MEXIYHapOAHOT0 HHGOPMAIMOHHOTO OOMEHa.

B nndopmannoHHbIX crucTeMax 4 Kiacca 3alUuIIeHHOCTH PUMEHSIOTCS:

CpeICTBa BBIYUCIUTEIHHONW TEXHUKH HE HUXKE 5 Ki1acca;

CUCTEMBbI OOHAPYKEHHUS BTOPKEHUHN U CPEJICTBA aHTUBUPYCHOM 3alIUThHI HE HIKE 5 Kjlacca;

MEXKCETeBbIE IKPaHbI HE HUXKE 4 Kiacca.

B uHpopmanmonHbIx cuctemMax | M 2 KJIacCOB 3alUIICHHOCTH MPUMEHSIOTCS CPEICTBa
3alUThl MHPOPMAIIMH, TPOrpaMMHOE 0OecleuyeHUuEe KOTOPBIX MPOILIO MPOBEPKY HE HIKE YeM
10 4 YpOBHIO KOHTPOJIsI OTCYTCTBUSI HEIEKIAPUPOBAHHBIX BO3MOXKHOCTEH.

27. B cmyyae oOpaboTku B WHGOPMAIMOHHOW cucTeMe HWHGOpMalU, CoAepKalleit
MEPCOHAIBHBIC JIaHHBIC, pPEalM3yeMble B COOTBETCTBHM C IyHKTamMu 21 u 22 HaACTOSAIIMX
TpeGoBanwuii Mepsbl 3aUTHI HH(OPMALIUU:

it “H(GOPMAIMOHHON cHCTeMbI | Kilacca 3amuieHHoCcTH oOecmneunBaror 1, 2, 3 u 4
YPOBHU 3alUIIIEHHOCTH MEPCOHANBHBIX JaHHBIX <1>;

<1> YcranaBnuBaeTcs B COOTBETCTBUU ¢ TpeOOBaHUSMU K 3aIIUTE MEPCOHANBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX IAHHBIX, YTBEPKICHHBIMU
noctaHoBienreM [IpaButenbcTBa Poccutickort @eaepanmu ot 1 HossOps 2012 . N 1119.

U1 UH(GOPMAIIMOHHOM CHCTEMBI 2 Kilacca 3alllUIIEHHOCTH o0ecneunBaroT 2, 3 u 4 ypoBHU
3alMIIEHHOCTH NEPCOHATIBHBIX TaHHBIX <*>;

U1 UHQOPMAIIMOHHON CHUCTEMBI 3 Kilacca 3alMIIEHHOCTH oOecneduBaoT 3 U 4 ypoBHH
3alIMIICHHOCTH IEPCOHATBHBIX JaHHBIX <*>:

i MHGOPMALMOHHOM cucTeMbl 4 Kilacca 3allUIIEeHHOCTH, oOecneuuBaroT 4 ypOBEHb
3alIMIICHHOCTH MTEPCOHAIBHBIX JTaHHBIX <*F>

28. Ilpum wucnonb30BaHMM B HMH(OPMAIMOHHBIX CHCTEMax HOBBIX HH()OPMAIIMOHHBIX
TEXHOJIOTHI U BBISBICHUU JIOMOJHUTENBHBIX Yrpo3 0€30MacHOCTH MH(POpMAIUH, A KOTOPBIX
HE ONpeeseHbl Mepbl 3allUThl WHGOpPMAlMU, TOJDKHBI pa3padaThiBaTbcs KOMIIEHCHUPYHOIUE
MepbI B COOTBETCTBHUH € IMMYHKTOM 23 HacTodmux TpeOoBaHuil.

[Tpunoxxenue N 1

K TpeboBaHusaM 0 3ammuTe UHOPMAIHH,

HE COCTaBJISIONICH TOCYapCTBEHHYIO TaliHY,
coJiepaKalieiics B rocyJapCTBEHHbIX
WH(POPMAIIMOHHBIX CHCTEMAax

OTIPEJIEJIEHUE KJIACCA 3AIUIIEHHOCTU HHOOPMAIIMOHHOM CUCTEMBI

1. Knacc 3anumieHHocTH HHPOpManMoHHO#M cucteMsl (mepBbiid kiacce (K1), Bropoii kiace
(K2), tpernii xmacc (K3), werBepthiii knacc (K4)) ompenensiercs B 3aBUCUMOCTH OT YPOBHS
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3HaunMoctu uHpopMaruu (Y3), oOpabaTeiBaeMoii B 3Toii WHGPOPMAIMOHHON cHCTEME, U
MaciTaba nHGOPMAIIMOHHON cucTeMBblI ((pemaepaabHblil, perHOHAbHBIN, OOBEKTOBBIN).

Knacc 3amumennoctu (K) = [ypoBeHbs 3Ha4MMOCTH MHPOPMAIUH; MacIITad CUCTEMBI .

2. YpoBeHb 3HAUMMOCTH MH(OPMALIUU OIPEAETSAETCS CTENEHbI0 BO3MOXKHOTO yiepOa s
oOnagarens nHpopMaIuy (3aKka3zvurka) ¥ (UJIHM) orepaTopa OT HapyIIeHUs! KOH(PHUICHIIMATLHOCTH
(HerpaBOMEpHBIE TOCTYI, KOMUPOBAHUE, IPEAOCTABICHHUE UIN PACIIPOCTPAHEHNUE), LIETOCTHOCTH
(HeTIpaBOMEpHBIC YHUYTOXKCHHE I MOAH(PHUIIMPOBAHUE) WU JOCTYITHOCTH (HETPaBOMEPHOE
Oyi0KMpoBaHKE) HH(DOpPMAITUH.

¥3 = [(koH(HICHIHATBLHOCTh, CTENEHb yiiepOa) (IEIOCTHOCTh, CTENEeHb yIepoa)
(IocTymHOCTD, CTENEHb yiiepoa)],

IJie CTENeHb BO3MOXKHOTO yIepOa ornpenensercs oomanareneM nHbopManuu (3aKa3auKoMm)
U (UJIK) ONEPATOPOM CAMOCTOATEIBHO AKCIIEPTHHIM WJIM UHBIMU METOJJAMH U MOXKET OBITh:

BBICOKOM, €CII B Pe3yJibTaTe HApYyLIEHUS OJHOIO U3 CBOWCTB 0€30MacHOCTH MH(pOpMaLuu
(KkOH(PUIESHIIMATBHOCTH, LEIOCTHOCTH, JTOCTYIMHOCTH) BO3MOXKHBI CYIIECTBEHHbIC HETaTUBHBIC
MOCJIEACTBHSI B COLIMAJIBHOM, MOIUTUYECKON, MEXKIYHApPOJHOW, SKOHOMMUYECKOM, (PMHAHCOBOM
WM WHBIX 00JacTAX AeATenbHOCTH W (WiM) wHGOpMAIlMOHHAs cucTeMa W (WIHM) oIepaTop
(obmanmaTens MHPOPMALIUHI) HE MOTYT BBITIOJHATH BO3JIOKEHHBIE HA HUX (PYHKIIUY;

CpenHeil, eciau B pe3ynbTare HapyIIeHUs OJHOTO U3 CBOICTB Oe3omacHOCTH MHGOpMAIUU
(KOH(UACHIIMAILHOCTH, LEJIOCTHOCTH, JOCTYITHOCTH) BO3MOXXKHBI YMEPECHHBIE HEraTHBHBIC
MOCNEACTBHSI B COLIMANBHOM, MOMUTUYECKON, MEXKIYHAPOIHONW, SKOHOMHUYECKOHM, (PMHAHCOBOM
WIH WHBIX OO0JNACTAX ICSITCIbHOCTH W (MiaM) WHQOpPMAIMOHHAs cucTeMa W (WIK) orepaTop
(obmagarens wHGOpPMAIMK) HE MOTYT BBIIIOJHATH XOTA Obl OJHY M3 BO3JIOXKEHHBIX HAa HUX
byHKLIUI;

HU3KOM, €CITM B pe3yNbTaTe HapyUIEHUS OJHOTO U3 CBOMCTB 0e30macHOCTH MHGOpMAIUU
(KOH(UACHIIMAIEHOCTH, EIOCTHOCTH, JOCTYIMHOCTH) BO3MOXKHBI HE3HAUNUTEIIbHBIC HETaTUBHBIC
MOCNEACTBHSI B COLIMANBLHOM, MOMUTUYECKON, MEXKIYHAPOIHOU, SKOHOMHUYECKOHM, (PUHAHCOBOM
WIM MHBIX 00NacTAX JEsATeNbHOCTH M (Miu) MHQOpMAIMOHHAas cucrtemMa U (WIM) omepaTop
(o6mamaTens HHPOPMALIMK) MOTYT BBIMOIHATH BO3JIOKEHHBIE HA HUX (DYHKIIMM C HEIOCTaTOYHOMN
SQPEKTUBHOCTHIO WM  BBINOJHEHWE (QYHKIUH BO3MOXHO TOJBKO C TIPUBJICYCHHEM
JIOTIOJTHUTEIBHBIX CHJT M CPEJICTB.

WNudopmanysg numeer BbICOKM ypoBeHb 3HauuMocTu (Y3 1), ecnu X0Tst OBl 1711 OAHOTO U3
CBOWCTB Oe3omacHOCTH HHGpopManuu (KOH(UACHIUAIBHOCTH, LEIOCTHOCTH, JOCTYMHOCTH)
orpeziesieHa BbICOKasl CTeneHb yiepoa. MHpopmanus umeet cpeaHuil ypoBeHb 3HauuMOocTH (Y3
2), ecnu XOTsl OBl AJIL OJTHOTO M3 CBOMCTB 0€30MacHOCTH MH(OpMaIK (KOH(UICHIIMATEHOCTH,
[IEIOCTHOCTH, JOCTYITHOCTH) OTpe/iesieHa CPpeaHssl CTeNeHb yiiepOa U HEeT HU OJJHOTO CBOMCTBA,
JUIs KOTOpPOTO ONpesesieHa BhICOKas cTeneHb ymepOa. MHdopmanus umeer HU3KUH ypOBEHb
3HaunmMoctn (Y3  3), ecam Ui BceX  CBOWCTB — Oe3omacHocTH — MH(OpManuu
(KOH(pUACHIIMAIBHOCTH, LIEJIOCTHOCTH, IOCTYITHOCTH) ONpe/ieNIeHbl HU3KUE CTENEeHN yiiepoa.

Nupopmanusg vmeer MUHMMaIbHBIA ypoBeHb 3HauuMoctu (Y3 4), ecnu obnagaTtenem
uH(popManuu (3aka3uukoM) W (WJIH) OMEepaTOpOM CTEeMeHb yiiepda OT HapyIIeHHs CBOWCTB
6e3onmacHocTH MHGOpMaIUu (KOH(MUIEHIIMATEHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH) HE MOXET
ObITh OmpejieNieHa, HO MpU ASTOM HHPOpPMALUS TOJICKUT 3alIUTE B COOTBETCTBHM C
3aKoHo1arenscTBOM Pocculickon deneparun.

IIpu oOpabGoTke B HH(pOpPMAIMOHHOM cHCTeMe JBYX U Ooiee BUAOB HHPOpPMALUU
(cmy>xeOHasi TaliHa, HAJIOTOBAs TailHA U WHBIC YCTAHOBJICHHBIC 3aKOHO/IATEIHLCTBOM Poccuiickoi
®denepanuy BUIbl UH(OPMAIMKA OTPAaHMYEHHOI'O JIOCTYIA) YPOBEHb 3HAYMMOCTH HH(pOpMaIuu
(V3) ompenensarcst OTACIBHO I KaXXKI0r0 Buaa nHGopmaruu. ITOroBelid ypoBeHb 3HAUUMOCTH
uHpopmanuy, obOpabaTbiBaeMoii B HMHPOPMALMOHHOM CHUCTEME, YCTAaHAaBJIMBaeTCs IO
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HAWBBICIIUM  3HAUEHUSIM  CTENEHM  BO3MOXHOTO  ymiepOa,  ONpEeNeNeHHBIM Ui
KOH(HIEHIIMATBHOCTH, LIEIOCTHOCTH, JOCTYITHOCTH MH(OPMAIK KaXKA0T0 BH1a MH(DOpMAIUH.
3. MndopmannonHas cucrema uMeeT ¢enepaibHblii MacmTad, ecinu oHa (PyHKIIHOHUPYET
Ha Tepputopuu Poccuiickoil @enepanuu (B nmpenenax ¢eaepalbHOro OKpyra) U UMEeT CerMeHThI
B cyObekTax Poccuiickoit @enepannu, MyHUIUTAIBHBIX 00pa30BaHUAX U (MJTM) OpraHU3aIHIX.
WNudopmanroHHas cucteMa UMeeT peruoHalbHbIN MacTad, eciau oHa GyHKIIMOHUPYET Ha
TeppuTopuu cyonsekra Poccuiickoit Denepanuu 1 UMEET CErMEHTHI B OJTHOM WJIM HECKOJIBKHX
MYHUIUIAIBHBIX 00pa30BaHUAX U (MJIM) IOJBEIOMCTBEHHBIX U UHBIX OPraHU3aIUIX.
NudopmanronHas cucrtemMa UMeeT 0OBEKTOBBIM MacmTad, ecnu oHa (PYHKIIMOHUPYET Ha
00BEKTaxX OJHOro (eAepaIbHOro OpraHa rocylapCTBEHHOW BJIAcTH, OpraHa rocyaapCTBEHHON
BiIactu cyObekra Poccuiickoit @enepanuy, MyHHIMIAIBHOTO oOpa3oBaHuss U (WJIN)
OpraHM3alMl M HE HMMEET CETMEHTOB B TEPPUTOPUAIBHBIX OpraHax, IMpEICTaBUTENIbCTBAX,
¢drmanax, moBEIOMCTBEHHBIX U HHBIX OPTraHU3aALUAX.
4. Kinacc 3amuuieHHOCTH HMH(GOPMALMOHHON CHCTEMBbl ONpEAENseTCs B COOTBETCTBUM C
TadJIMLEeH:



YpoBeHb 3HAYUMOCTHU Macmtad nHPOpPMAIIMOHHON CUCTEMBI
uHpopMauu
®denepanbHbIN PervonanbpHbIN OOBEKTOBBINA
V31 K1 K1 K1
y32 K1 K2 K2
v¥33 K2 K3 K3
Y34 K3 K3 K4
[Ipunoxenue N 2
Kk TpeGoBaHusAM 0 3amuTe HHPOPMALIHIH,
HE COCTABJISIIOIIEH TOCYIapCTBEHHYIO TaiHYy,
coJiepKalleiics: B ToOCy1apCTBEHHBIX
WH(POPMAITMOHHBIX CHCTEMaX
COCTAB
MEP 3AIIUTHI THOOPMAIIMU 1 X BA3OBBIE HABOPBI
AJIT COOTBETCTBYIOINEIO KIIACCA 3AIIMINEHHOCTH
NHO®OPMALNMOHHOU CUCTEMBI
VYcnoB Hoe Mepsi 3ammTsl nHGOpMaIuu B nHGopManmoHHbIX | Kimaccel 3ammimeHHOCTH

0003HaueHue u
HOMEP MepbI

CUCTEMaxX MH(POPMALIMOHHOM
CHCTEMBI

4 3 2 1




I. UnenTudukanus u ayreHTUPUKALUS CYyOBEKTOB TOCTya 1 00beKTOB fgoctyna (MAD)

HNAD.1 Nnenrudukanus u ayreHTUUKanus | + + +
10JIb30BaTENeH, SBJISFOIIUXCSI paboTHUKaMU
orneparopa

NAD.2 Wnentudukanyss u ayreHTH(QUKAIUS YCTPOWCTB, B +
TOM  4YMCJ€  CTallMOHApHBIX, MOOWIBHBIX U
MOPTATUBHBIX

NAD.3 VYnpasienne wuaeHTH(UKAaTOpaMH, B TOM UHucie| + + +
CO3J1aHHe, IPUCBOEHHUE, YHUYTO)KEHUE
UACHTU(PHUKATOPOB

NAD.4 VYnopasieHue cpeacTBaMu ayTeHTU(UKALWU, B TOM| + + +

4luclie  XpaHEHWe,  BblJada,  MHULUAIHA3ALMS,
OJIOKUpPOBAaHHWE  CPEACTB  AyTCHTH(QHUKAUUU U
OpUHATHE Mep B cilydae yrparsl u  (WiIH)
KOMITPOMETAINH CPEACTB ayTeHTU(DUKAITIH

NAD.5 3amura oOpaTHOI CBSI3U npu BBOZE | + + +
ayTeHTHU(UKALMOHHONW HHPOPMALIUU

HNAD.6 Nnentuduxarms Hu ayreHTHUKanms | + + +
MOJIb30BaTeNe, HE SBISIIOIIUXCS PaOOTHUKAMHU
oreparopa (BHEIIHUX MOJIb30BATEIICH )

NAD.7 Wnentudukanuss u  ayreHTUUKALUSI OOBEKTOB
¢bailnoBoif cucTeMBbl, 3aITyCKAEMbIX M HCIOJIHAEMBIX
MoAyJiel, OOBEKTOB CHCTEM YIIpaBJieHUs Oazamu
JAHHBIX, OOBEKTOB, CO3[aBAEMBIX MPUKIAJAHBIM U
CTIEIMATIbHBIM POTPAaMMHBIM 00OECTIeYeHUEM, MHBIX
00BEKTOB JI0CTYIIA




II. YnpaBnenue nocTynom cyobeKToB JocTymna kK o0bekTam goctyna (YIII)

VIII.1 Ynupasienue (3aBeicHUE, aKTUBAIUS, OJIOKUpOBaHHuEe | + +
u YHUYTOXEHUE) YYETHBIMU 3aIIACSIMH
MOJIb30BaTENCH, B TOM qHCIIe BHETITHUX
M0JIb30BaTeNeH

VIIA.2 Peanmnzanus HEOOXOIUMBIX MeTonoB| + +

(IMCKpEIMOHHBIN, MaHIAATHBIM, POJIEBOM WM WHOMN
METO), TUIOB (YTCHHE, 3alUCh, BBIMOJHEHUE WU
WHOM THUI) U MPABUJI Pa3rpaHUuCHUsI I0CTYIa

VIIA3 VYupasnenue (punbTpanus, MapuIpyTH3aLHus,
KOHTPOJIb COEMHEHU, OJIHOHAIIpaBJICHHAS
meperaya M MHBIE  CHOCOOBI  yNpaBJIEHMS)
MH(POPMAIMOHHBIMU MIOTOKaMHU MEXIY
yCTpOMCTBaMM,  CErMEHTaMM  HMH(QOPMaIMOHHOM
CHCTEMBI, a TakXe MeX1y HH(POPMAIMOHHBIMU
CUCTEMaMHU

VII/1.4 Paznenenne momHOomMoumit (poseit) mojb30BaTeNeH, +
aJIMUHUCTPATOpPOB M JIML,  00ECHeunBaIOIINX
(GyHKIIMOHUpOBaHHE WH(OPMALIMOHHON CUCTEMBbI

VIS Ha3znauenne MHHMMAanbHO HEOOXOJMMBIX MpaB H +
MIPUBWIETHI TOJIB30BATENsAM, aJIMHHHUCTpaTOpaMm H
munam, —olOecreuMBarOMM  (YHKIIMOHUPOBAHHE
MH(POPMALIMOHHON CUCTEMBI

VIIJ.6 OrpanuyueHue HEYCHEIIHbIX TMOMNBITOK BXxoJa B| + +
UH(POPMALMOHHYIO CHUCTEMY (moctyna K
WH(POPMAITMOHHON CHCTEME)

VIII.7 [IpenynpexnaeHue moyib30BaTENsl MPU €r0 BXOJE B




WHPOPMALIMOHHYIO CHUCTEMYy O TOM, YTO B
WHPOPMAIIMOHHON CUCTEME peallu30BaHbl  MEpPbI
3amuTel  WHGOpMAIMM, W O HEOOXOJUMOCTH
COONIIOJICHHSI MM  YCTaHOBIICHHBIX  OIEPATOPOM
npaBui 00paboTKN HHpOpMAIUU

VIIJL8

OmnosemieHue MOIB30BATENS IOCJIE  YCIIEHIHOTO
BXOJJa B HMHPOPMALIMOHHYIO CHCTEMY O €ro
MPEBIAYIIEM BXOE B MHPOPMALMOHHYIO CUCTEMY

VIIJL.9

OrpannyeHue 4uciaa  MapauIelbHBIX  CEAHCOB
JOCTyHa JAJIs KaX/10i y4eTHOM 3amucy 1oJib30BaTens
MH(OPMALIMOHHON CUCTEMBbI

VIIJL10

brnokxupoBanue ceanca gocTyna B ”HGOPMALIMOHHYIO
CUCTEMY  IIOCJIE  YCTAHOBJICHHOTO  BpPEMEHU
Oe3aelicTBUs (HEAKTMBHOCTH) TOJIB30BATENs WIN T10
€ro 3anpocy

VIJL11

Paspemenne (3amper) AeiicTBHIA MMOJIb30BaTENEiH,
pa3peleHHbIX pi () uaeHTU(GUKaum "
ayTeHTU(UKALUU

VITA.12

IMonnepxkka 1 coxpaHeHHue aTpuOyTOB 0€30MacCHOCTH
(MeTok 0e30IacHOCTH), CBA3AHHBIX ¢ MH(pOpManuen
B IIpoIiecce ee XpaHeHUs U 00paboTKH

VIIJL13

Peanmzanust 3amMIeHHOTO yOAJeHHOTO JIOCTyma
CyOBEKTOB JOCTyNa K OOBEKTaM JOCTyNa uepe3
BHEIITHHE nH(OpMaIMOHHO-
TCIICKOMMYHUKAIITMOHHBIC CCTU

VIIJL.14

PGFHaMeHTaHI/Iﬂ U KOHTPOJIb HCIIOJIb30BAHHUA B
nH(pOpPMAITMOHHOM cucTeme TEXHOJIOTHI1




0ecrpoBOIHOTO JOCTyIA

V15

PernamenTtanuss W KOHTpOJIb HCIOJB30BAHHUS B
nH(OPMALIMOHHOU cucTeMe MOOUITBHBIX
TEXHUYECKUX CPEJICTB

VIIJL16

VYupasnenue B3aMMOJICHCTBUEM c
MH(GOPMALMOHHBIMU cucTeMamMu CTOPOHHUX
OpraHu3anui (BHEIIHKE UH(POPMALIMOHHBIE
CUCTEMBI)

VII/.17

ObecrieyeHrie  TOBEPEHHON  3arpy3Kd  CpeICTB
BBIYUCIIUTEIILHON TEXHUKU

[II. Orpannuenue nporpammuoii cpensl (OI1C)

OIlC.1

VYnpasnenue 3aIyCKOM (oOparteHusIMN)
KOMIIOHEHTOB TPOTrPaMMHOI0 OOEeCIeyYeHHs, B TOM
YyCclie OIpENETIeHUE 3allyCKAaeMbIX KOMIIOHEHTOB,
HACTpOMKa IapaMeTpoB 3allyCKa KOMIIOHEHTOB,
KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB MPOTPaMMHOI0
obecrieyeHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTAMIALKEN)
KOMIIOHEHTOB TPOTrPaMMHOr0 OOECIeyYeHHs, B TOM
quciae ONpEIeTIeHne KOMIIOHEHTOB, IOJUIeKAIUX
YCTaHOBKE, HACTpOWKa IapaMeTpoB YCTaHOBKHU
KOMITOHEHTOB, KOHTPOJIb 3a YCTaHOBKOM
KOMIIOHEHTOB IPOTrPaMMHOI0 00eCTIedeHUs

OIIC.3

VYcranoBKa (MHCTAUISAIMS) TOJIBKO Pa3peuIeHHOro K
UCIOJb30BAHUIO IPOrPaMMHOI0 OOecneueHus: u
(W1M) ero KOMIIOHEHTOB




OIIC4

VYnpaBieHue BpeMEHHbIMU (aillaMu, B TOM YHCIIE
3allpeT, paspelleHue, IIEPEHANPaBICHUE 3alllCH,
yllaJeHIe BPEMEHHBIX (ailyioB

IV. 3ammra MmammHHBIX HOocuTenel napopmarmn (3

HU)

3HU.1

VY4er MalIMHHBIX HOCUTENEH HHPOpMALIUU

3HU.2

YrpaBiieHHe JOCTYIIOM K MAIIUHHBIM HOCHUTEIISIM
nHpopmauu

3HI.3

KoHTponp mnepemelieHuss MallMHHBIX HOCHUTENEH
nH(pOpPMAIINY 32 TPEIETBl KOHTPOIUPYEMON 30HBI

3HN.4

Hcknrouenne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMIIEHUSI C cofepXaHueM uHpopmanuu,
XpaHAMICHCS Ha MAIIWHHBIX HOCUTENSAX, W (WIN)
UCIONIb30BaHUS HOCUTENed HHPOpPMAIMH B HHBIX
MH(OPMAITMOHHBIX CHCTEMaX

3HIN.5

Kontpons wucnonp3oBanuss HHTepdeicoB BBoOJA
(BeIBOAAa) MHGMOpPMAMM Ha MAIIWHHBIE HOCUTENN
uHpopMauu

3HHN.6

Kontponr BBoga (BeiBOga) wuHGOpMAlMu Ha
MalTMHHBIE HOCUTENN WH(OpMAIuu

3HN.7

KoHTposib MOAKIIOYEHHS] MAIIMHHBIX HOCHUTEIIEH
uHpopMauu

3HHN.8

YHauutoxkenue  (ctupanue) — uHGOpMAlMM  HA
MalllMHHBIX HOCHUTESIX HpPHU HX Iepefade Mexay
II0JIb30BATEISIMU, B CTOPOHHUE OpraHU3aluu i
PEMOHTa WJIM YTHIM3aLMM, a TaKXe KOHTPOJIb
YHUUTOKEHUS (CTUpAHU)




V. Perucrpanust coosiTii 6e3onacHoctu (PCB)

PChb.1

Onpenenenre cOOBITHI 0€30MAaCHOCTH, TIOITCKAIIIX
PETHCTPAIiK, K CPOKOB UX XPAHCHHUS

PCb.2

OmpenenieHne cocTaBa M COAEPKaHUSA HHGOPMAIH
0 COOBITHSX 0e30IacHOCTH, IO IJIEKAIUX
perucTpanuu

PCb.3

CO6op, 3anmuch U XpaHEHUE UHPOPMALIMHA O COOBITUAX
0€30MacHOCTH B TE€YEHHUE YCTAaHOBJICHHOTO BPEMEHHU
XpaHCHHS

PCb.4

PearupoBanue Ha cOou TpHU perucTpanuu COOBITHIA
0e30MacHOCTH, B TOM 4YHCJIC allllapaTHblE U
MporpaMMHbIe OMMOKH, cOOM B MeXaHHW3Max cOopa
uHpOpMaMM ®  JIOCTMDKCHHWE  Tpejiesia  WIH
MEePEToTHeHHs 00beMa (EMKOCTH) MaMsITH

PCb.5

MonuTOpUHT  (IPOCMOTP, AaHalW3) pPe3yIbTaToB
perucrpauuu coOBITHI 0e301macHOCTH u
pearupoBaHue Ha HUX

PCb.6

I'enepupoBaHue BPEMEHHBIX METOK M (WJIH)
CUHXPOHU3ALML CHUCTEMHOT'O BPEMEHU B
MH(OPMALIMOHHON CHCTEME

PCB.7

3ammTa nHGOpPMAIHH O COOBITUIX 0€30MacHOCTH

PCb.8

ObecrieyeHre BO3MOKHOCTH MPOCMOTpA U aHAIU3a
nHhopManuu 0 IEUCTBUSIX OTJICIBbHBIX
MoJib30Bareseii B ”HOOPMAITMOHHOW CUCTEME

V1. AatuBupycnas 3anuta (AB3)




AB3.1 Peanusanus aHTUBUPYCHOU 3aILUTHI +

AB3.2 OOHnoBiieHne 0a3bl JAaHHBIX MPU3HAKOB BPEAOHOCHBIX | +
KOMITBIOTEPHBIX IIPOrpaMM (BUPYCOB)

VIIL. O6napyxenue Bropxenuii (COB)

COB.1 Obnapy>xeHue BTOp)KEHUN

COB.2 Oo6HoBNEHNE 0a3bl pEHIAOIINUX MPABUI

VIII. Kontposs (ananm3) 3anmiieHHocta nadopmamnmu (AH3)

AH3.1 BrisiBnenue, ananu3 ysi3BUMOCTEH HH(POpPMaIIMOHHON
CUCTEMBl U  OIEPAaTUBHOE YCTPAHEHHUE BHOBb
BBISIBJICHHBIX YSI3BUMOCTEM

AH3.2 KoHTposib ycTaHOBKM OOHOBIEHHII MpOrpaMMHOIO| +
obecrieyeHus, BKIItoYasi 0OHOBJIEHHE MPOrPaMMHOI0
o0ecrnieuyeHus CpeICTB 3alIUThl UHPOpMAIUU

AH3.3 KonTpo:is paboTocrnocoOHOCTH, rapaMeTpoB
HAaCTPOWKM M MPAaBUIBHOCTH (YHKIIMOHUPOBAHUS
MPOTPAaMMHOTO OOECTIEYCHUsT W CPEICTB 3allIUTHI

uHpopMauu

AH34 Kontposnb cocTaBa TEXHUYECKUX CPEACTB,
MIPOrpaMMHOTO OO€ecredeHHs] U CPEJCTB 3allluThl
uHpopMauu

AH3.5 KoHTpoib mnpaBUi TreHepaluu W CMEHbI MapoJiel

IIOJIB30BATENICH, 3aBEEHUS M YAAJICHUS YYECTHBIX
3alMcedl  IOJb30BaTeled, pealu3alud  IIpaBUIl
pasrpaHUYCHUs JOCTYTIOM, IIOJIHOMOYU I
M0JIb30BaTesel B MHPOPMAILIMOHHON CUCTEME




IX. OGecnieuenure EIOCTHOCTH HHPOPMAITMOHHOM cucTeMbl U nHGopMaruu (OLLT)

OLJI.1

Kontpons LIE€JIOCTHOCTHU IPOrPaMMHOTO
obecrieyeHus, BKIIOYasi MporpaMMHoe obecrevyeHue
CPEICTB 3alUThl HTHPOPMALUU

+

OLlJL.2

KonTpo:is L[E€JIOCTHOCTHU nHpOpMaIHy,
cozepiKamieiics B 0azax MaHHBIX MH(MOPMAIMOHHOM
CHCTEMBI

OLJL.3

OObecnieucHue BO3MOXKHOCTH BOCCTAHOBJICHUS
MIPOTPaMMHOTO obecreyeHus, BKJIOYas
MPOrpaMMHOE  OOCCIICUEHUE  CPEACTB  3allUTHI
uH(pOpMallUK, TPU BO3HUKHOBEHHHM HEIITATHBIX
CUTYyalHil

OLlJL.4

O6HapyxeHrue M pearupoBaHHE Ha TOCTYIUICHHE B
MH()OPMALIMOHHYI0O  CHCTEMY  He3allpamiiBaeMbIX
ANEKTPOHHBIX COOOUIEHUH (IHCeM, JOKYMEHTOB) U
WHOM  wHpOpMaluu, HE  OTHOCANIUXCA K
(GYHKIIMOHUPOBAHUIO WHOOPMAITMOHHOM CHUCTEMBI
(3amuTa OT crama)

OLJL5

KonTpo:s coJiep KaHus nH(popMaIuy,
nepegaBaeMoil  ¥M3  MH(POPMAIMOHHON  CHCTEMBI
(KOHTEHHEpHBIN, OCHOBaHHBI Ha  CBOMCTBax
00BeKTa JOCTyIa, W KOHTCHTHBIH, OCHOBAaHHBIN Ha
MIOUCKE 3allpellieHHo K mepenadye WHGOpMalUU C
UCIOJIb30BAHUEM  CHUTHATyp, MacoK U  HMHBIX
METOJIOB), U UCKJIFOUEHHE HETIPAaBOMEPHON Nepeadn
nHpopManuu u3 HHPOPMAITMOHHON CUCTEMBI

OLJI.6

OrpanuyeHue TmpaB T[OJIb30BaTeNieil 1O BBOAY
uHpopManuy B MHPOPMAITMOHHYIO CUCTEMY




OLUJL.7

KOHTpOJIB TOYHOCTH, IIOJHOTBI W IIPABUJIBHOCTHU
JaHHBIX, BBOJIUMBIX B I/IH(l)OpMaLII/IOHHYIO CUCTEMY

OLULS

KoHTposib 0mmmO0YHBIX JEHCTBHIA MOJIB30BATENCH O
BBOAYy H (miom) mepemade  uHpOpMANMUM U
MpeNynpexaeHue MoJib30Bareneil 00 OmHrOOYHbBIX
JIEUCTBUAX

X. Obecrieuenne qocrynHoctu nHpopMmarmu (O]

T)

OJIT.1

Hcnons30BaHne OTKA30yCTOMYMBBIX TEXHUYECKUX
CPEICTB

OAT.2

PesepBupoBanue TEXHUUYECKUX CPEICTB,
MIPOrpaMMHOT0 00€ecreveHus, KaHaJloB Nepeaadyu
uHpopManuu, CpEACTB obecrieueHus
(GyHKIIMOHUPOBaHMS UH(POPMALIMOHHON CUCTEMBI

O/T.3

Kontpouns 0€30TKa3HOTrO (GYHKIMOHUPOBAHUS
TEXHUYECKHUX CPE/ICTB, OOHAPYKEHUE U JIOKAIU3ALUs
OTKa30B (YHKIIMOHUPOBAHUS, IPUHATHE MeEp IO
BOCCTAHOBJICHMIO OTKa3aBLIMX CPEACTB U  UX
TECTUPOBAHUE

OAT.4

[Tepnoauueckoe pe3epBHOE KOIMMPOBAaHUE
nHpOpMAIMK Ha pEe3epBHBIC MAaNIMHHBIE HOCHUTEIN
uHpopMauu

OHT.5

OOecnieueHre  BO3MOXXHOCTH ~ BOCCTAHOBJICHUS
nHGOpMaLlUU C PE3EepPBHBIX MAIIMHHBIX HOCHUTENEH
uHpopmanuu  (pe3epBHBIX KOMMI) B TEUYCHHE
YCTaHOBJIEHHOT'O BPEMEHHOI'0 MHTEpBaja

OJIT.6

Kiacrepuzamus nHGOpMAIIMOHHONW CUCTEMBI U (HJTH)




€€ CCITMCHTOB

OHT.7

KoHTpOb COCTOSIHUS M KadecTBa IMPEIOCTABICHUS
YIIOJTHOMOYCHHBIM JUIIOM BBIYUCIIUTEILHBIX
pecypcoB (MOIIIHOCTEH), B TOM 4HCIE IO Mepenaye
nHpopmaruu

XI. 3amura cpensl Buptyanuzanuu (3CB)

3CB.1

Unentudukanuss u ayreHTUPUKALUs CYObEKTOB
JOCTymmia W OOBEKTOB JOCTylla B BHPTYaJbHOU
UHPPACTPYKTYpE, B TOM YHCJIEC AJIMHUHUCTPATOPOB
VIpaBIICHUS CPEICTBAMH BUPTYAIU3AINH

3CB.2

VYnopaBieHue JOCTYOM CYOBEKTOB JOCTyma K
00BEKTaM JIO0CTYyIa B BUPTYaJIbHON MHPPACTPYKTYPE,
B TOM YHCJIE€ BHYTPU BUPTYaJIbHBIX MallINH

3CB.3

Perucrpanus COOBITHH 0e301macHOCTH B
BUPTYaJIbHOU HH(PPACTPYKTYpE

3CB4

VYnpasnenue (pumpTpamms, MapUIpyTU3ALM,
KOHTPOJIb COEIMHEHMUS, OJIHOHAIIpaBJICHHAs
mepefada) — MOTOKaMHW  HMHPOPMAMA  MEXKIY
KOMITOHEHTaMU BUPTYaJIbHON WHOPACTPYKTYpHI, a
TaKxXKe o MEPUMETPY BHPTYaJIbHOU

UHPPACTPYKTYPHI

3CB.5

JloBepeHHasi 3arpy3ka CepBEpOB BUPTYyaIH3aIlUH,
BUPTYJIbHOM MamuHBl (KOHTEHHEpa), CepBEpPOB
YIPABJICHUs BUPTYaau3anuei

3CB.6

praBHeHI/IC NepeMCIICHUCM BUPTYAJIbHBIX MAIlIWH
(KoHTEHHEPOB) U 00pabaTHIBAEMBIX HAa HUX JTAHHBIX




3CB.7

KonTposns LEJIOCTHOCTH BUPTYaJIbHOU
HH(PPACTPYKTYPHI U €€ KOHPUTypaIui

3CB.8

Pe3epBHOE KOMUpOBaHHME AAHHBIX, PE3EPBUPOBAHUE
TEXHUYECKHX CPEACTB, MPOTPAMMHOTO O0ECIIeUEeHUs
BUPTYaJIbHOU HHQPPACTPYKTYpPhI, a TaKKe KaHAJIOB
CBSI3U BHYTPU BUPTYAITbHOW HHPPACTPYKTYPHI

3CB.9

Peanusanus v ynpasiieHHE aHTUBHPYCHOW 3aIUTOMN
B BUPTYaJIbHOU UH(PACTPYKType

3CB.10

Pa3Ouenune BupTyanbHOM UHGPACTPYKTYphl Ha
CETMEHTHI (cerMeHTHUpOBaHHE BHUPTYaITbHOU
UHQPACTPYKTYphl) AN 00paboTKH HH(OpMAINH
OTIENbHBIM TOJb30BaTeNleM M (WIM) TpyHNnon
M0JIb30BaTENEN

XII. 3amuta Texundyeckux cpencts (3TC)

3TC.1

3amura uHpOpMaInH, oOpabaTbIiBaeMOit
TEXHUYECKUMHU CpPEJCTBAMH, OT €€ YTEUKH IO
TEXHUYECKUM KaHaJlaM

3TC.2

Opranuzanys KOHTPOJIMPYEMOM 30HBI, B Mpeaenrax
KOTOPOW MOCTOSIHHO Pa3MEIIAI0TCsl CTAllMOHAPHBIE
TEXHUYECKUE CpEJICTRa, obOpabaTsiBaromne
nH(pOpMAIINIO, U CPENICTBA 3alIUTHI WH(OpMALIUH, a
TaKKe cpeficTBa obecreueHnst PyHKITMOHUPOBAHHMS

3TC.3

Kontpons u ymnpaBieHue (QU3NIECKUM JOCTYIIOM K
TEXHUYCCKUM cpeacrBam, cpeacrBam 3allINUThI
nHpopManuu, CpelcTBaM obecrieueHus
(YHKIMOHMPOBAaHUS, a TaKkXKe B TIIOMEIICHUS U
COOpYXKEHHs, B KOTOPBIX OHH YCTaHOBIICHHI,




MCKJTIOYAIOINE HECAHKIIMOHUPOBAHHBINA (PU3NUECKUN
JOCTYIl K cpeAcTBaM o0paboTku uH)OpMaIuu,
CpeAcTBaM 3alIUThl WHPOpPMAMA M  CPEICTBaM
obecrieueHus (G YHKIIMOHUPOBAHUS
MHPOPMAIIMOHHON CHCTEMBl W TOMEUICHUS U
COOPY’KEHHSI, B KOTOPBIX OHH YCTaHOBJICHBI

3TCA4 Pa3memnienue ycTpoicTB BbIBOJa (O0TOOpakeHHs) + +
uHpOpManuy, UCKJIIOYaroIee ee
HECaHKUMOHUPOBAHHBIA IPOCMOTP

3TC.5 3amuTa OT BHEIIHMX BO3JCHCTBHH (BO3ICHCTBHI +

OKpYy>Karoleu Cpeabl, HECTAOMILHOCTH
AJIEKTPOCHAOKEHNS, KOHIUIIMOHUPOBAHUS U HHBIX
BHEUIHUX (DaKTOPOB)

XIII. 3ammTa UHGOPMALIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U nepeaayu aanHbix (3UC)

3UC.1

Pa3nenenue B nHdopmanoHHON cucTeMe (QYHKIMMA
1o YIIPaBJICHUIO (aAMUHHUCTPUPOBAHUIO)
MH(}OPMALIMOHHOU CUCTEMO1, YIIPaBICHUIO
(aAMUHHCTPUPOBAHUIO) CUCTEMOM 3aIUTHI
nHpopmanuu, GyHkuuii o oOpadoTke HHPOpMaLK
Y UHBIX QYHKIUN MH)OPMAITMOHHON CHCTEMBI

+

+

3UC.2

Hpe,Z[OTBpaH_ICHI/IC 3aACPIKKU WM TPCPbIBAHUSA
BBIITOJTHCHHA ITPOLECCOB C BBICOKUM IMPHOPUTETOM
CO CTOPOHBI MPOUECCCOB C HU3KUM ITPUOPUTCTOM

3UC.3

ObecnevyeHne 3amuThl HHGOPMAIIMK OT PACKPBITHSI,
Monu(UKAIMM ¥ HaBsA3bIBaHUS (BBOJA JIOXKHOM
nHpopManuu) mTpu ee mnepenade (MOATOTOBKE K
nepenave) Mo KaHajaaMm CBSI3H, UMEIOIIMM BBIXOJ 32
mpeneiasl KOHTPOJIUPYEMOH 30HBI, B TOM YHUCIE




OecrpoBOTHBIM KaHAJIaM CBSI3U

3UC.4

OOecnieueHre JOBEPEHHBIX KaHaja, MaplipyTa
MEXAy aJMHHHUCTPAaTOpPOM, IOJIb30BaTElIeM H
cpeactBamMu 3amuThl  WHpopManmu  (PYyHKIUAMHU
0€30IaCHOCTH CPEJICTB 3aIIUTHI HH(OPMALIHH )

3UC.5

3anper HECAaHKIIMOHUPOBAHHOMN yIajieHHON
aKTUBAIlMU BUJCOKAMEpP, MHUKPO(POHOB U HHBIX
nepuepuHbIX  yCTPOWCTB,  KOTOpbIE  MOTYT
aKTUBUPOBATHCS  YAQJICHHO, HW  OIOBEIICHUE
M0JIb30BaTesei 00 aKTUBALIMU TAKUX YCTPOHCTB

3UC.6

Ilepeqaua M KOHTPOJb IIETOCTHOCTH aTpUOyTOB
0e30MmacHOCTH (METOK 0€30IacHOCTH), CBA3aHHBIX C
uHpopmanuei, mpu ooMeHne nHGopmaIreil ¢ UHBIMH
MH(POPMAIIMOHHBIMHA CUCTEMaMH

3UC.7

KOHTpOJ'II) CAaHKIIMOHHUPOBAHHOI'O MW HCKIIIOYCHUC

HECaHKIIMOHUPOBAHHOTO HCITOJIb30BaHUS
TEXHOJOTHH MOOMIBLHOIO KOJia, B TOM YHCIIE
perucTpanus COOBITH, CBSI3aHHBIX c

HCIIOIL30BaHUEM TEXHOJIOTHI MOOHMIIBHOIO KOJIa, UX
aHaJM3 U pearupoBaHUE HA HAPYLIEHUs, CBA3aHHbIE C
HCII0JIb30BAHNEM TEXHOJIOTMH MOOMJILHOT'O KOIa

3UC.8

KOHTpOJ'II) CaHKINUOHUPOBAHHOI'O MW HCKIIOYCHHC

HECaHKIMOHUPOBAHHOTO HCIIOJIb30BaHHUs
TEXHOJIOTMM Tepefjayd pedd, B TOM  YHCIE
perucTpanus COOBITHIA, CBSI3aHHBIX c

UCIOJIb30BAHUEM TEXHOJIOTMM Iepeladu pedH, HuX
aHaAJIM3 U PearnpoOBaHUE HA HAPYLIECHUS, CBA3aHHBIC C
HCIIOJIb30BAHNEM TEXHOJIOTUH NIEPEJavYn PeUn




3UC.9

KoHTposb  CaHKIIMOHMPOBAaHHOM U HCKIIIOYECHHUE

HECaHKITMOHUPOBAHHOU nepeaadn
BUJICOMH(OPMAIIK, B TOM YHCIIE PETUCTPALHS
COOBITHH, CBSI3aHHBIX C nepenayein
BHJICOMH(OpPMAIINH, UX aHAIW3 U pearnpoBaHHUC Ha
HapyIICHHUS, CBSI3aHHBIE c nepenaauei
BHJICOMH(DOpMAITIH

31C.10

[ToaTBepxnenue MIPOUCXOXKICHUS HUCTOYHUKA
uH(popmManu, oJy4yaeMou B mporecce
OTIpEJICIICHUSI CETEBBIX AJIPECOB IO CETEBHIM MMEHAM
WIM ONpENENICHUs CEeTeBBIX HMMEH IO CETEBBIM
ajzpecam

31C.11

OOecnieueHre MOMIMHHOCTH CETEBBIX COEIUHEHUI
(ceaHCOB B3aMMOJICHCTBHUS), B TOM 4YHCJIE JUIS
3alUTBI  OT TIOJMEHBI CETEBBIX YCTPOWCTB W
CEpBHCOB

3UC.12

Hckmouenune BO3MO>KHOCTH OTpULIAHUS
nmosib3oBarenaeM (axkTa OTHpaBKM  HMH(POpPMALUU
JpYromy I0JIb30BATEII0

3UC.13

Hckmouenne BO3MO>XHOCTH OTpHILIaHUS
noJib3oBareneM (akTa MoNy4eHHUs MHPOpMalUu OT
JPYToro MoJab30BaTels

31C.14

Hcnonb3oBaHue yCTpOHCTB TEPMUHAIBHOTO TOCTYIIA
11 00paboTKH MH(MOpMALUU

3UC.15

3amra apXuBHBIX (ailyloB, MapaMeTpoB HACTPOUKU
CPEACTB 3alUThl HMH(OpPMAMK M MPOrpaMMHOTO
oOecriedeHrss M WHBIX JaHHBIX, HE IOAJIEKAIINX
M3MEHEHHIO B Iporiecce 00padoTKu HHPOpMALIUT




3UC.16

BreisiBnenne, aHanmu3 W OJOKHpOBaHWE B
WHPOPMAIIMOHHON  CHUCTEME CKPBITBIX  KaHAJIOB
nepenaun wHGOpMAMU B 00XOIl pealM30BaHHBIX
Mep  3amuThl  MHGOpPMANMKM  WIH  BHYTPHU
pa3peIIeHHbIX CETEBBIX MPOTOKOJIOB

3UC.17

PazOuenne  wmHpOpMANIMOHHONH  CHCTEMBI  Ha
CerMEHTbl  (CETMEHTHpPOBaHUE HH(OPMAILMOHHON
CUCTEMbI) U 0O0€ecleyeHHe 3alUThl I[EPUMETPOB
CErMEHTOB MH(OPMAIIMOHHON CHCTEMBI

3UC.18

Obecrnieuenue 3arpy3Ku u HCIIOJIHEHUS
MpOrpaMMHOTO  OOeCIeUeHUss C  MAIIUHHBIX
HOocHuTenell MH(OpMAalKK, JOCTYMHBIX TONBKO IS
YTE€HHUS, M  KOHTPOJb UEIOCTHOCTH JAHHOIO
MPOrPaMMHOTO O0ecTieueHus

3UC.19

W3onsmus mporieccoB (BBIMOJIHEHHE MPOTPaMM) B
BBIIEJIEHHON 00JIACTH IMaMATH

31C.20

3amuTa 6ecripOBOJHBIX COSAMHEHHUM, TPUMEHSIEMbIX
B UH(OPMALIMOHHOM cUCTEME

31C.21

Hckmrouenune JIoCTyIa I10JIb30BATENA K
nH(poOpMaluY, BO3HUKILIEH B pe3yiabTaTe ACUCTBHIA
NpEABIAYIIEr0  IOJIb30BATENsl  4E€pe3  PEeecCTpsl,
ONEPATHBHYID MNaMATh, BHEIIHWE 3allOMHHAOLINE
YCTpPOHCTBA M WHBIE OOIIME A TOJb30BaTesei
pecypcbl ”HGOPMAITMOHHON CHCTEMBbI

3UC.22

3ammra WHPOPMALMOHHON CHUCTEMBI OT YIpo3
O0e3onmacHOCTH WH(MOpPMAIMK, HaMpaBICHHBIX Ha
0TKa3 B 00CTY>)KUBaHUU MH()OPMAITMOHHON CHCTEMBI




31C.23

3ammra nepumerpa  (¢usmyeckux U (WIH)
JIOTMYECKUX TPaHHI) HH(POPMAUOHHON CHCTEMBI
npu ee B3aUMOJICHCTBUN c UHBIMHU
MH(GOPMAIIMOHHBIMU CHCTEMaMH U MH()OPMAIMOHHO-
TEJIEKOMMYHUKAITMOHHBIMHU CETSMHU

31C.24

[Ipekpamienue CceTeBBIX COCOWHEHUM IO  UX
3aBepUICHHMH WM [0 HCTEYEHUH  3aJaHHOTO
OMepaTopoM BPEMEHHOTO WHTEpBajia HEAKTUBHOCTH
CETEeBOI'0 COEIMHEHUS

3UC.25

Hcnonp3oBanne B MHGOPMALMOHHON CHUCTEME WU
€€ CCIrMCHTAax pa3jIMYHBbIX THUIIOB O6HI€CI/ICTGMHOFO,
OPUKIAQAHOTO U CHEUMAIbHOTO  IMPOrPaMMHOIO
oOecnieueHus (Co3/1aHne TeTepOreHHON Cpe/Ibl)

31C.26

Hcnonp30BaHMe TNPUKIATHOTO UM CIELHMAIBHOTO
IIPOrPaMMHOTI0 o0ecrieyeHus, UMEIOIINX
BO3MOXXHOCTh  ()YHKIMOHMpPOBAHHS B  Cpelax
Pa3JIMYHBIX ONEPALMOHHBIX CUCTEM

3UC.27

Co3nanue (OMyJISIUs) JIOKHBIX HH(MOPMALMOHHBIX
CHCTEM WM WX KOMIIOHEHTOB, TpEIHA3HAYEHHBIX
Ui OOHapyXKEHHUs, perucTpaluy ¢  aHalu3a
JNEUCTBAM HapyIIUTENEe B MPOLECCE peaau3anuu
yrpo3 6e30nacHOCTH HHPOPMALIUU

31C.28

BocnpousBenenne JOXKHBIX W (WIM) CKpPBITHE
VCTUHHBIX OTJIEbHBIX HMH(OPMaLMOHHBIX
TEXHOJIOTUH U (WJIN) CTPYKTYPHO-(PYHKIIMOHATBHBIX
XapaKTEPUCTUK MH(OPMALIMOHHON CHCTEMBI MJIU €€
CETMEHTOB, obecrieynBaroiiee HaBs3bIBAHUE
HapyLWUTEI0  JIO)KHOTO  HpeACTaBIeHHs 00
UCTHHHBIX WH(POPMALMOHHBIX TEXHOJIOTUSX U (WIJIH)




CTPYKTYpHO-(DYHKIIMOHAIBHBIX ~ XapaKTEePHCTHUKAX
MH(OPMALIMOHHON CUCTEMBbI

3UC.29 IlepeBon umH(MOPMAIMOHHOW CHUCTEMBI WM €€
YCTPOMCTB (KOMIIOHEHTOB) B 3apaHEE OIPENEICHHYIO
KOH(UTYypaIuio, 00eCreunBaIOIyI0 3aIUTy

nHbOpMalMK, B CiIydae BO3HUKHOBEHHH OTKa30B
(cboeB) B cucreMe  3amUTBl  HUHGOPMAIMH
MH(POPMAIIMOHHON CUCTEMBI

3U1C.30 3amuTa  MOOWJIBHBIX ~ TEXHHYECKHUX  CPEICTB, + + +
MPUMEHSIEMBIX B HH(POPMAIIMOHHOM CUCTEME

"+" - mepa 3ammTHl HHQOpPMAIIUK BKITIOYEHA B 0a30BbIil HAOOP Mep 71l COOTBETCTBYIOINIETO Kilacca 3allUuIIIEeHHOCTH MH(POPMAIIMOHHON CUCTEMBI.

Mepbl 3ammuThl uHQOpManMH, HE O00O3HaueHHBIE 3HAKOM "+'", MPUMEHSIOTCS MpH aganTanuu 0a30BOro Habopa Mep M yTOYHEHUU
QIAITHPOBAHHOTO 0a30BOro Habopa Mep, a TakkKe MpH pa3pabdOTKe KOMIICHCUPYIOMUX MeEp 3allUThl WHPOpPMAIUH B WH(OOPMAIIMOHHOW CHCTEME
COOTBETCTBYIOIIETO Kacca 3alluIeHHOCTH.




